C O N F I D E N T I A L SECTION 01 OF 02 TALLINN 000247 SIPDIS SIPDIS E.O. 12958: DECL: 04/17/2017 TAGS: EN, MARR, MOPS, PGOV, PREL SUBJECT: ESTONIA'S NEW GOVERNMENT (PART III): FOREIGN AND DEFENSE POLICY PRIORITIES Classified By: CDA Jeff Goldstein for reasons 1.4 (b) & (d). 1. (C) Summary. The new Estonian government's foreign and security policy priorities include strong relations with the U.S. and NATO, Afghanistan, better Estonia-Russia relations, and promoting democracy and stability in the region. The new government supports continued engagement in Iraq, but this is somewhat more controversial and a lower priority than Afghanistan. When it comes time to making a decision on whether or not to extend the mandate of Estonia's troops in Iraq late this year, a key factor will be what we are saying at the time about the future of our own deployments there. Although the new government pledges to continue to be pragmatic in its relations with Russia, sensitive issues such as the fate of the Soviet-era World War II Bronze Soldier monument will make progress in the relationship difficult. On the security side of the house, the government is committed to funding efforts to further modernize Estonia's military and to continue active involvement in missions abroad. Lack of bodies, however, may make it difficult in the medium term for Estonia to staff all of the ambitious deployments to which it has or would like to commit. End Summary. Strong Relations with the U.S. And NATO --------------------------------------- 2. (U) The new government's coalition agreement prioritizes maintaining "good relations with the United States" and emphasizes the need for Estonia to take an active role in strengthening the partnership between the European Union (EU) and the United States. The new government supports the idea of signing the Transatlantic Partnership. Our contacts in the Reform Party tell us that the GOE will continue to work with like-minded countries within the EU to encourage cooperation with the United States in strategic areas such as energy security and EU-Russia relations. 3. (U) The government has also pledged its commitment to NATO and meeting its NATO obligations to transform its armed forces. The coalition agreement outlines the government's transformation goals as "modernity, mobility, rapid reaction capacity, and the development of specialized capacities." The agreement specifically commits the government to spend 2% of GDP on defense by 2010. (Note: Estonia currently spends 1.84% of GDP on defense. End Note.) Due to a fast-growing economy (11.4% real GDP growth in 2006), the government is confident that it will meet this target. The increased funding will go toward continued military modernization for greater efficiency, and interoperability within NATO. The government has also pledged to add up to a third of a battalion in further troop contributions to NATO's Rapid Reaction Force and the EU's Nordic Battle Group in order to make "Estonia more known in the world". 4. (C) Although its transformation targets are ambitious, the new government will not do away with mandatory conscription. Coalition partners Reform and IRL are in sharp disagreement over this issue. The previous Defense Minister, Jurgen Ligi (Reform), publicly battled for a professional, all volunteer army. However, his IRL successor, Jaak Aaviksoo, is a defender of the current system of conscription. In an April 4 interview to Postimees, Estonia's paper of record, Aaviksoo said conscription has an important civic and military educational function for young people. With only 233-265 deployable troops, the Estonian Defense Force (EDF) is already struggling to meet its current commitments. With the government unwilling to abolish mandatory conscription, its ambitions for "increasing Estonia's involvement in the world" may be constrained by its limited resources. Prioritizing Afghanistan over Iraq ---------------------------------- 5. (SBU) In keeping with the government's prioritization of NATO missions, the coalition agreement specifically highlights Afghanistan as one of its highest foreign policy priorities. According to Andreas Kaju, Advisor to Defense Minister Jaak Aaviksoo, there is broad and deep support in the government over Afghanistan. Even our interlocutors from the opposition - Center Party, People's Union, and the Greens - have expressed their support for Estonia's role in TALLINN 00000247 002 OF 002 Afghanistan. 6. (C) In contrast to Afghanistan, the coalition agreement only obliquely refers to Estonia's Iraq mission within the context of Estonia's contribution to international development cooperation and development aid. While it was not an issue during the elections, Estonia's involvement in Iraq remains widely unpopular with the public. Government interlocutors have assured us that the government will seek another extension this fall if there is another UN Mandate. 7. (C) Our interlocutors all agreed that the government is in no hurry over the Iraq mission. Both the government and opposition are watching the political debate in the United States, postponing any decision on Iraq until it becomes clearer if the United States will begin withdrawing its own forces. Since the new government has pledged to increase Estonia's contribution to international development cooperation and development assistance, Reform interlocutors have indicated to us that the government would continue assistance for Iraqi reconstruction independent of its military contribution. Estonia-Russia Relations ------------------------ 
8. (SBU) The coalition agreement calls for "concrete and practical initiatives for developing relationships between Estonia and Russia." The government is keen to have its foreign policy "move beyond Russia", as some MFA interlocutors have put it. As a result, the GOE will continue to focus on concrete, cross-border cooperation in the areas of transport infrastructure, law enforcement, health, education, and culture. The agreement makes no mention of trying to resuscitate and finalize the border treaty between Estonia and Russia. 
9. (C) Still, the new government's desire for a more tranquil and cooperative relationship with Moscow may be set back by its plans to remove a World War II era statue, the "Bronze Soldier," and by plans to increase people's awareness of crimes committed under both Communism and Nazism. Removal of the Bronze Soldier is especially likely to elicit a volatile response from Moscow. Reform continues to be the driving force behind removing the Bronze Soldier. Reform interlocutors likened their actions regarding the statue in particular, and re-addressing the crimes committed under Communism in general, to "lancing a boil" - painful but necessary for the long-term health of the country. One prominent Reform leader told us off the record, "If it wasn't (the statue) Moscow would find something else to criticize us for...that's how the Russians are." 
Promoting Democracy and Stability in the Region --------------------------------------------- -- 
10. (SBU) Promoting democracy and stability in the region is the government's fourth key foreign policy priority. The coalition agreement highlights Georgia, Ukraine, and Moldova as priority countries for development assistance. The government will continue to support technical assistance projects and to strengthen these fledgling democracies by bringing their civil servants, law enforcement officials, border guards, and military personnel to Estonia for training and instruction. In discussions with Ukrainian diplomats, it is clear they value Estonian assistance highly because of Estonia's success in transforming its political and economic institutions on the road to NATO and EU membership. The government will continue actively to support the EU and NATO membership aspirations of Georgia, Ukraine, and Moldova within EU fora. The GOE believes that long-term regional security and stability ultimately depend on these countries moving closer to Brussels and farther away from Moscow. GOLDSTEIN
C O N F I D E N T I A L TALLINN 000257 SIPDIS SIPDIS E.O. 12958: DECL: 04/20/2017 TAGS: PREL, PGOV, PHUM, CU, EUN, EN SUBJECT: CUBA: ESTONIA CRITICAL OF SPAIN'S DIPLOMATIC STRATEGY REF: STATE 52623 Classified By: A/DCM Eric A. Johnson for reasons 1.4 (b) & (d). (C) On April 20, we delivered reftel points to Kart Juhasoo-Lawrence, MFA Counselor for U.S. Affairs, and Kristel Kase, EU GAERC Desk Officer, and expressed our concern over Spanish FM Moratinos' visit to Havana in April. Estonia fully understands and agrees with U.S. concerns, and has quietly supported the Czech Republic, Poland, and other like-minded EU member states in EU fora. Juhasoo-Lawrence added that Estonia understands dictators such as Castro and what they can do to their people, and does not see any reason to ease up on him now. The EU, she said, is divided on this issue between new and old member states. GOLDSTEIN
C O N F I D E N T I A L SECTION 01 OF 02 TALLINN 000276 SIPDIS SIPDIS DEPT FOR EUR/NB - VICTORIA MIDDLETON, KEITH ANDERTON, AND JAMES LOVELL E.O. 12958: DECL: 04/26/2017 TAGS: PGOV, PREL, RS, EN SUBJECT: ESTONIA'S BRONZE SOLDIER: EXCAVATION BEGINS REF: A) GOLDSTEIN-MIDDLETON EMAIL 26APR07 B) TALLINN 106 Classified By: CDA Jeff Goldstein for reasons 1.4 (b) & (d) 1. (C) Summary. After nearly a year of controversy, and weeks of speculation that the Estonian government would finally remove the city's WWII-era Soldier and any war graves found nearby, the process has begun. The GOE has extensively briefed the press, the ethnic Russian community the diplomatic corps, and the Tallinn City Council, but still faces the prospect of legal challenges from the city, and demonstrations by activists coming from both outside and inside the country. The government is sensitive to the possible escalation of tensions with Russia over this move, but determined to press forward with excavation of the site. End Summary. 2. (SBU) Between 4:30 and 6:00 on the morning of April 26, the Government of Estonia (GOE) erected a security fence around the Bronze Soldier and the park in which it is located. This is the GOE's first step in its plan to remove and relocate the Bronze Soldier and any war graves that may be buried near it to a military cemetery nearby. The erection of the security fence took place without any major incidents, but Estonian Security Police (KAPO) interlocutors informed us that due to public rallies already forming around the statue, they are planning to lengthen the security fence perimeter. Several TV crews and representatives from Russian-minority interest groups were present from the moment the police erected the fence. 3. (SBU) Ministry of Defense (MOD) and Ministry of Foreign Affairs (MFA) interlocutors have informed us that excavations of the war graves will begin next week, and will probably last at least until the middle of May. As a result of the excavation, Prime Minister Andrus Ansip announced that it will not be possible for people to leave flowers at the monument on May 9, Victory Day. MFA Director General Simmo Tiik told foreign Ambassador's resident in Tallinn that those who wished to do so could leave flowers at the military cemetery, and pointed out that many had done so in the past, including representatives of the Russian embassy. Tiik emphasized that Estonia has discussed this issue with the Russian government for a year now, but that the Russians had refused to cooperate. He stressed, however, that the Estonians have offered the Russian embassy an opportunity to observe the excavation work and that Estonian forensic experts will ask Russia for any help they may need to identify the remains buried at the site. 4. (C) For weeks leading up to today's events, Russia has been waging an active propaganda campaign against the removal of the Bronze Soldier. On April 25, Estonia's paper of record, Postimees, released a story naming two Russian diplomats whom KAPO accused of fomenting and organizing groups of young Russian-speakers to protest. Andreas Kaju, Advisor to Defense Minister Jaak Aaviksoo, told us off-the-record that Foreign Minister Urmas Paet "gave KAPO the green light to embarrass the Russians." Kaju dismissed the two Russian diplomats as being "reckless and foolish." The Estonians have assured us they have no plans whatsoever to PNG the Russians. According to Kaju, what concerns the GOE more deeply was the recent admission by Minister of Internal Affairs, Juri Pihl, in an internal cabinet meeting that Estonian intelligence estimates that up to as many as 400 Russian nationals may have entered Estonia in the last couple of weeks to agitate the situation. Kaju said that KAPO was working hard to find the agitators they know to be in the country and deport them as quickly as they can. 5. (C) MOD interlocutors have said that the next 24 to 48 hours will be critical for the GOE to show that it is in control of the situation. Extra police from all over the country have been brought in, and have already been stationed around the park. Yesterday, Prime Minsiter Ansip gave a long interview on local Russian-language radio to explain the government's position, and today Defense Minister Aaviksoo will meet with a roundtable representing 30 different social organizations interested in the issue, including major Russian groups. The Constitution Party, the largest Russian party in Estonia, has stated it will avoid any extra-legal activities, but the more radical "Night Watch" has said that, while it opposes violence, any TALLINN 00000276 002 OF 002 violence that now occurs will be the government's fault. The MOD's Kaju told us he was concerned by a KAPO report that Russian-speaking groups were planning to bus in Russian-speaking school children from northeastern Estonia to Tallinn to join the protests. If true, Kaju was concerned that Moscow would use images of Estonian police facing off against school children for its "anti-Estonia PR purposes." 6. (C) Our GOE interlocutors have regularly stressed with us that the Bronze Soldier's removal is purely an internal matter being done in accordance with Estonian and international law. Our MOD, MFA, and KAPO interlocutors all assured us that unless the Supreme Court rules against the GOE in a pending legal challenge to the Law on War Graves the statue will be moved. 7. (C) Comment: Even though PM Ansip and FM Paet's Reform party has been the principal driver behind the removal of the Bronze Soldier, GOE interlocutors have shared with us that Moscow's provocative behavior has started to create a sense of solidarity in the Cabinet. Moreover, with the erection of the security fence, GOE interlocutors have told us that any back-down would be disastrous for the GOE, leaving no party unscathed. End Comment. GOLDSTEIN
C O N F I D E N T I A L SECTION 01 OF 02 TALLINN 000280 SIPDIS SIPDIS DEPT FOR EUR/NB - VICTORIA MIDDLETON, KEITH ANDERTON AND JAMES LOVELL E.O. 12958: DECL: 04/27/2017 TAGS: PGOV, PREL, RS, EN SUBJECT: REACTIONS TO REMOVAL OF ESTONIA,S BRONZE SOLDIER REF: A) GOLDSTEIN-MIDDLETON/PEKALA EMAILS 27APR2007 B) TALLINN 276 C) TALLINN 279 Classified By: CDA Jeff Goldstein for reasons 1.4 (b) and (d) 1. (SBU) Summary: On the evening of April 26, a mostly young, mostly Russian crowd of 1,000-1,500 demonstrating against the removal of the Bronze Soldier monument refused police orders to disperse. The police then dispersed the crowd by force. As the demonstrators scattered they broke shop windows, looted liquor stores and kiosks and overturned cars. Some 44 demonstrators and 12 police were injured. One demonstrator was killed, allegedly at the hands of a fellow demonstrator. In response, the government removed the statue during the night and plans to relocate it to a military cemetery. There is a significant prospect of further unrest, with Estonian nationalist groups possibly joining the mix. There is widespread concern over the impact yesterday,s events will have on the future of integration efforts of ethnic Russians in Estonia and Estonia,s reputation abroad. End Summary. Situation Update ---------------- 2. (SBU) Shortly after 9:30PM April 26, police ordered a crowd of 1,000-1,500 individuals to disperse. (Note: The evening TV news had just signed off at 9:30. End note.) When the crowd refused, the police began to use riot control equipment including tear gas, rubber bullets, and flash grenades. Extensive looting and vandalism ensued. The Ministry of Defense (MOD) estimates that approximately 600 of the demonstrators participating in the rioting. Press reports indicate one fatality, 44 demonstrators and 12 police injured badly enough to require treatment, and roughly 300 people arrested, and released shortly thereafter. (Note: The fatality was reportedly due to one demonstrator stabbed by another. The majority of injuries were reportedly the result of broken glass. RSO has not received any reports of police misconduct. End Note.) The press is reporting that young Estonians plan to gather tonight to stage a counter demonstration. In an effort to discourage further violence, PM Ansip warned parents and young people alike that a five year prison sentence was no way to begin one,s youth. Response from the Government ---------------------------- 3. (C) At 3:40AM in the morning, an emergency government committee met and ordered the Bronze Soldier be removed. While it will eventually make its new home at the War Cemetery, the current location of the statue is currently unknown. This morning the MFA issued a release stating that the decision was made &to avert further brutal acts of public violence,8 and that the Bronze Soldier was removed so that it &cannot be used in the future as a reason or cause for extensive dangerous rioting.8 Prime Minister Ansip,s foreign policy advisor, Kyllike Sillaste-Elling, reiterated to us the government,s feeling that the events last night were the expressions of a small minority of Estonia,s ethnic Russians and, as such, the reaction will fade once the Bronze Soldier is relocated to a nearby military cemetery. Therefore, the government does not presently have a specific plan for reaching out to the ethnic Russian community, as they do not want to frame the issue as one of Estonians versus Russians. Sillaste-Elling said a suitable new site for the statue is currently being prepared, and relocation should occur within a few weeks. In the meantime, MOD will proceed with excavation of any WWII-era remains that may be at the old site of the statue. 4. (SBU) In a tough, law-and-order public address at noon, President Ilves noted that last night,s events were not ethnic violence, but pure criminal activity and vandalism. In a veiled reference to the fact that most of the rioters were Russians, Ilves stated that such violence leaves a stain on young people for their entire lives, &at least of those who want to live in Europe.8 At a press conference this morning, PM Ansip noted that the GOE had planned to move the Bronze Soldier with ceremony and respect, but that became impossible after last night,s riots. The Tallinn City Council is complaining that the government has left the city without protection. 5. (C) Andreas Kaju, Advisor to Minister of Defense Jaak Aaviksoo, indicated to us that the riots were not organized, but that those involved were communicating through text TALLINN 00000280 002 OF 002 messages and the Russian website Delfi,. He stated that Estonian youths planning to gather tonight are communicating through the same means. They are not believed to be acting on the orders of extremist agitators, but are just &kids looking for a fight.8 Kaju noted that the Estonian security police, KAPO, is approaching known Estonian nationalist leaders and warning them to not act or risk extreme penalties. Kaju said that the GOE always had a contingency plan in place to move the monument immediately if violence escalated. In regards to ongoing challenges in court, he noted that public safety and order take precedence. Reaction in the Community ------------------------- 6. (C) Former Reform Party MP Sergai Ivanov, an ethnic Russian who lost his seat in Parliament over the Bronze Soldier issue, told us that he consistently told &his PM8 that removal of the statue was a mistake. He noted that recent events will further strain relations with the Russian Federation, and as such could make relations more difficult with the United States. He touched on integration concerns, stating that he is a Reform Party ethnic Russian who believes in liberal Reform Party ideas; however, Russians generally find it difficult to understand how he could be a member of the party whose actions resulted in the removal of the Bronze Soldier. 7. (C) Many have voiced their concern to us about the future of integration in Estonia after last night,s events. Tanel Mtlik, Director of the Non-Estonians, Integration Foundation told us that recent events will have a very negative effect on integration efforts, as they will reduce trust between Russians and Estonians. He noted that many will fail to understand that the rioting young people are just a very small part of the Estonian society and are not representative of any ethnicity and ultimately have nothing to do with the Bronze Soldier. He stated that the Foundation has begun work on a plan to restore trust and stabilize the situation between the different communities. Currently, the Foundation is calling for people to calm down and not react to provocations. Mtlik stated that the Foundation is reaching out to various communities and will likely address the public this afternoon. 8. (C) Aleksandr Dusman, Chairman of the Ida-Virumaa Jewish community and an active community integration leader, told us there has never been a riot like this in Estonia. He agrees that last night,s events were not organized by Russian extremists, stating that the Russian community has no unifying leaders, only fringe element extremists. Dusman highlighted the dangers for the integration process including the possibility that, due to the acts of a few, Estonians will lose faith in the integration process, which may result in an Estonian backlash. He believes that an even more pressing danger is that Estonia,s Russian community may become even more susceptible to Russian Federation propaganda and that Estonia,s Russian press and will provide an opening for extremists. GOLDSTEIN
C O N F I D E N T I A L SECTION 01 OF 02 TALLINN 000290 SIPDIS SIPDIS E.O. 12958: DECL: 03/02/2017 TAGS: PGOV, PREL, RS, EN SUBJECT: ESTONIAN AMBASSADOR TO MOSCOW REPORTEDLY ATTACKED Classified By: DCM Jeff Goldstein for reasons 1.4(b) and (d). 1. (C) This is an urgent action request: see paragraph 5. 2. (SBU) On the morning of May 2, the MFA called in resident ambassadors to brief them on the security situation of Estonia's embassy in Moscow. The briefing included a readout of the April 30- May 1 visit of a delegation of Duma members to Tallinn (septel). MFA Director General for Non-European Russia, Simmu Tiik, told the meeting that Estonia considers the situation at their embassy in Moscow to be a "gross violation of the Vienna Convention and a matter for all of the EU." He termed the situation "outrageous." Demonstrators have blocked access to the embassy, and embassy officials are only able to enter and leave after asking in advance for police escort. From time-to-time the embassy is pelted with rocks and eggs, and the protesters are keeping up a barrage of loud music to prevent the Estonian staff (who live on the embassy compound) from sleeping. The protesters have told the Estonian press that they are financed by donations from private sources, but Tiik made clear the GOE believes they are financed by the GOR. (Note. Tiik also provided a list of Russian government IP addresses that had been used in a denial of service attack aimed at shutting down official Estonian government web sites. The addresses came from institutions such as the Main Division of Information Resources for States Organs of the Russian Federation, located in the old Communist Party Headquarters complex on Staraya Ploshchad, and from one official in the Administration of the President of the Russian Federation.) 3. (SBU) Tiik indicated that, although Foreign Minister Lavrov told Foreign Minister Paet that Russia would fulfill all its Vienna obligations, the situation on the ground is quite different. While in Tallinn, members of the Duma delegation stated that the Russian authorities could clear away the blockade "in three minutes," but "we prefer not to do so." Security officials outside the embassy have unofficially told members of the Estonian staff that "somebody else is in charge" of the handling of the situation. 4. (SBU) During the briefing, Tiik was interrupted by word that Russian Ambassador to Moscow Marina Kaljurand, having left the embassy under police escort to attend a press conference at the headquarters of the newspaper Argumenty Fakty, had been attacked with tear gas during the press conference, and that her car, which was waiting outside the building, was surrounded by rioting youth who ripped off the Estonian flag. The MFA has also issued a press statement with this information. 5. (C) Action Request: The Estonians seem to have chosen to work through the EU to seek a resolution to the security problems at their embassy in Moscow. Post believes, however, that it is important that the U.S. support the Estonians in light of what appears to be a clear failure by the Russian government to live up to its obligation as host to provide for the security and safe working environment of a TALLINN 00000290 002 OF 002 diplomatic mission from a country with which the U.S. is allied. Post therefore requests that the Department demarche the Russian embassy in Washington as soon as possible to remind them of their responsibilities to the diplomatic community in Moscow under the Vienna Convention. PHILLIPS
C O N F I D E N T I A L SECTION 01 OF 03 TALLINN 000297 SIPDIS SIPDIS DEPARTMENT FOR EUR/NB VICTORIA MIDDLETON, KEITH ANDERTON AND JAMES LOVELL E.O. 12958: DECL: 05/03/2017 TAGS: PGOV, PREL, RS, EN SUBJECT: UPDATE ON BRONZE SOLDIER AND ESTONIAN-RUSSIAN RELATIONS REF: A. TALLINN 290 B. MOSCOW 1998 Classified By: DCM Jeff Goldstein for reasons 1.4(b) and (d) 1. (C) Summary. Following days of demonstrations outside the Estonian Embassy in Moscow and an attack on their Ambassador, the GOE pushed hard for EU engagement with Moscow. The resulting Troika demarche in Moscow and statement by the Presidency was well-received by the GOE. A Russian State Railways announcement that it will suspend oil shipments for "previously unpublicized scheduled maintenance" has generated only muted response from Estonia. Meanwhile, the Bronze Soldier has been placed in the military cemetery in Tallinn and is being attended by a steady stream of thus far peaceful visitors. End Summary. The GOE Calls for EU Engagement with Russia 2. (C) Following several days of demonstrations in front of their Embassy in Moscow and a May 2 attack on Estonia's Ambassador to Russia (reftels), the GOE condemned the GOR's violation of the Vienna Convention and stepped up its calls for EU engagement with Russia. In an address to the parliament on May 2, PM Ansip said that Estonia has asked the EU for "immediate action" because an attack on one member state "means an attack against the entire EU." In an official statement, President Ilves highlighted the need for unity among all Estonians and "civility" from Russia. Privately, during a (previously scheduled) lunch with EU Ambassadors in Tallinn, Ilves said he doesn't want any more "even-handed" statements, that it is time for the "EU to take a side." In a statement released May 1, FM Paet outlined accusations of Russian Embassy representatives meeting with riot organizers, blamed the Russian Federation for cyber attacks against GOE websites, and accused Russian news organizations of broadcasting false stories including Estonian police killing detainees and Estonian Defense Forces Members ordering its members to shoot Russians. Paet emphasized that the GOE believes it is "essential that the European Union react in full strength against the behavior of Russia," and suggested that this could mean suspension of EU-Russia negotiations and postponement of the EU-Russia Summit. 3. (C) Kyllike Sillaste-Elling, the Prime Minister's Foreign Policy Advisor, emphasized to us how important the GOE felt it was for the EU to recognize the seriousness of the situation for Estonia. In addition to the myriad of public statements on May 2, the GOE continued to direct diplomatic outreach to the EU -- with calls by PM Ansip to President Merkel, FM Paet to the German FM, and statements in COREPER. Sillaste-Elling said the GOE is satisfied with the EU's response to Estonia's "coordinated approach," noting the Troika's demarche in Moscow and the EU Presidency Statement issued on May 2. She also stressed that the issue is much bigger than the Bronze Soldier or the security of Estonia's Embassy in Moscow. Estonia has been under an "incredible amount of pressure from Russia," Sillaste-Elling said, and Russia has a direct desire to influence internal Estonian politics. She said that unless the countries and organizations that Russia cares about say something, Russia will not stop. Duma Delegation and Curiously Timed Railway Maintenance 4. (SBU) On May 2, the MFA briefed members of the diplomatic community on the April 30-May 1 visit of a Russian Duma delegation. MFA Director General for Non-EU Europe, Simmu Tiik, said the GOE invited the delegation after PM Ansip's phone conversation with German Chancellor Merkel on April 27, despite GOE reservations about the delegation's motivations. These suspicions were confirmed, according to Tiik, when the head of the Russian delegation, Nikolay Kovalev, told the press before leaving Moscow that his main purpose was to demand the resignation of the Estonian Government. In Tallinn, the Russian parliamentarians continued to make this demand at every meeting and then refused to attend a scheduled press/diplomatic corps briefing at the MFA. The GOE responded by downgrading ministerial-level meetings to Ministry Chancellors (DepSec equivalents). Tiik emphasized that the GOE had hoped to use the visit to convey its views of the situation, but made clear that there was little TALLINN 00000297 002 OF 003 progress in this direction. For example, when the Russian delegation asked for access to the site where the Bronze Soldier exhumations are currently taking place, the Estonians explained that the Russian Embassy had turned down the GOE's earlier request that it send a consular representative to the site. Tiik noted that the GOE did not think it appropriate for politicians -- Estonian or Russian -- to visit the site while exhumations are ongoing. The Russian delegation reportedly said they understood, but then went on to tell the Russian press that the GOE's refusal to provide access to the site was "horrible, a sacrilege." Economic Threats. . .but GOE Remains Optimistic 5. (C) According to press reports, the Russian state railway monopoly announced planned maintenance of the route that carries Russian refined oil product exports to Estonia starting May 1. However, Andro Moldre, Deputy Director of the Energy Department at the Ministry of Economic Affairs and Communications, told us that so far he is not aware of any disruption in oil transit shipments form Russia. He added that Estonia has accumulated approximately one-half of a 90-day strategic petroleum reserve, per EU mandates, but as yet the GOE has no plans to use this. On the domestic consumption side, Moldre said Estonians will not be hurt at the pump in the event of a stoppage of oil transit, because retailers get most of the petrol from the Mazieku refinery in Lithuania, Neste Oil in Finland, and other (non-Russian) suppliers. Urmas Glaase, Press Spokesman for the Estonian State Railways (EVR), also confirmed to us that as of noon on May 3, there have been no disruptions reported to oil transport shipments through Estonia from Russia, and "EVR's business is operating as usual." Glaase noted that he had just spoken with his counterpart at Russian Railways, who did not indicate any plans to disrupt service. Most Politicians Rally Behind the Government 6. (SBU) With the exception of the Center Party, all other political parties -- even those that had previously not supported plans to relocate the Bronze Soldier -- are now rallying behind the government. In a meeting with Poloff, Randel Lants of the Social Democrats and Mark Strandberg of the opposition Green Party stated that both parties are in favor of a tough and united response to Russia's actions and propaganda campaign. According to both Lants and Strandberg the Duma delegation's visit has only inflamed domestic political opinion. Alexander Lohtman, another Green Party MP, observed that the delegation visit harkens back to the Soviet delegation in the late 1930's that demanded the resignation of the Estonian government and promptly annexed the country. 7. (SBU) Center Party leader and Tallinn Mayor Edgar Savisaar has been vocally criticizing GOE actions, while rejecting accusations that his own statements undermine the stability of the state. In a public statement, Savisaar said "we live in an Estonia different from what it was few days ago," and that "we have to get out of the war started by Ansip." An editorial in Postimees, Estonia's paper of record, criticized Savisaar for using the crisis to try to bolster his popularity. There has been a strong popular backlash against Savisaar. A group calling itself the "Estonian National Movement" has collected over 82,000 signatures requesting that Savisaar step down. (Note: There is currently no legal mechanism for a petition of this sort to have anyQct. End Note.) The Bronze Soldier: Still in One Piece 8. (SBU) On May 1, the GOE place the Bronze Soldier in its new location in a TalQmilitary cemetery and began allowing public access to the statue. Members of the mission visited the site and found the statue to be in good condition, in a respectful and dignified location, and surrounded by flowers and peaceful visitors. (Note: Russian press reported and the Duma deputies claimed, all incorrectly, that the statue had been cut into pieces. End Note.) Local police have a marked car and two uniformed officers stationed outside the cemetery. While the storefront windows of many Tallinn businesses remain broken and boarded up and police presence remains high, the incidences of property destruction and disorderly conduct TALLINN 00000297 003 OF 003 have declined significantly. Police continue work to individually identify those who took place in the riots and prepare for a possible re-escalation of violence as May 9 approaches. 9. (SBU) The GOE recently announced two upcoming events related to the relocation of the statue. On May 8, as part of a commemoration of the victims of WWII, the GOE will invite the diplomatic corps to lay flowers at three sites: the Klooga Holocaust memorial, the Bronze Soldier, and the Marjamaa monument to Russian, German, and Estonian soldiers. The Ministers of Defense and Population will represent the GOE at these ceremonies. In June, an official ceremony will be planned to rebury the exhumed bodies and to unveil the Bronze Soldier at its new location. The Estonians indicate that they plan to invite not only local diplomats to the event, but also representatives from allied countries. PHILLIPS
C O N F I D E N T I A L SECTION 01 OF 02 MOSCOW 002065 SIPDIS SIPDIS E.O. 12958: DECL: 05/04/2017 TAGS: PREL, ETRD, ENRG, EN, RS SUBJECT: ESTONIA: DEMONSTRATORS QUIT ESTONIAN EMBASSY AS AMBASSADOR RETURNS TO TALLINN REF: A. MOSCOW 01998 B. MOSCOW 02017 C. TALLINN 00297 Classified By: Ambassador William J. Burns. Reasons: 1.4 (b/d). 1. (C) Summary: Pro-Kremlin youth groups gave up their disruptive protest outside the Estonian Embassy early May 4 as the Estonian Ambassador to Russia returned to Tallinn. However, pro-Kremlin youth group Nashi (Ours) began a new demonstration against the European Commission on the afternoon of May 4. Additionally, about 20 WWII veterans held a quiet, 30-minute demonstration May 4 outside the Estonian Embassy. Embassy personnel were preparing to return to normal work. Oil products shipments continue to flow to Estonia, despite a Russian Railways (RZD) statement May 2 that railroad repairs would stop shipments. On the evening of May 3, the Ambassador stressed to First DFM Denisov the importance of winding down this episode. He also stressed to Denisov that any politically-motivated disruption of energy supplies to Estonia would be extremely counter-productive and that Russia should not be surprised by what would certainly be a sharp, public U.S. -- and European -- reaction. Ambassador repeated these points to DFM Kislyak on the afternoon of May 4. We are urging our EU colleagues to stress the same message to the Russians with the Russian-EU Summit in Samara looming ahead on May 17-18. End Summary. All Quiet at the Embassy's Front -------------------------------- 2. (C) Demonstrators gave up their noisy vigil outside the Estonian Embassy early May 4 after declaring "victory" with the departure of Estonian Ambassador Kaljurand for a brief "vacation" in Tallinn. Kaljurand departed Moscow on the evening of May 3, with a dozen or so demonstrators and the leader of the pro-Kremlin youth group Nashi, Vasily Yakemenko, trailing her to Sheremetyevo airport. At the airport, Yakemenko declared, "It is a victory for Nashi. We will lift the blockade as the (Embassy) is now just an ordinary empty building in Moscow," according to press reports. The demonstrators' departure was part of a quiet face-saving deal worked out between the Estonians and the EU Presidency -- Germany -- and the GOR. As part of the deal, Kaljurand agreed to leave Moscow for at least a few days and the GOR promised to end the protest (ref B). 3. (C) PolOff visited the Estonian Embassy on the morning of May 4. All demonstrators had cleared out, taking their tents and portable toilets with them. Posters and leaflets denouncing "Fascist Estonia" littered the ground. Some militia were disassembling metal barriers they had erected earlier. A new Estonian flag had replaced the one torn down. The new flag was reinforced at the top of the flag pole with duct tape. 4. (C) Inside the Embassy, employees were beaming. "There has been a siege atmosphere in here for a week," said Press Attache Franek Persidski. He added that protesters had thrown rocks at the Embassy overnight, breaking several windows. "We all hope things will get back to normal soon." Persidski said the Embassy's consular section would probably reopen on Monday, May 7. Despite the end of the youth group demonstrations, about 20 WWII veterans held a quiet, 30-minute demonstration May 4 outside the Estonian Embassy. Also on May 4, Nashi began a new demonstration against the European Commission. By 4 p.m., EC Press Spokesperson Aleksandra Nabokina said dozens of Nashi demonstrators had set up a stage and loudspeakers next to the EC office, and a large group of Nashi members and high-schoolers had departed Red Square to march to the EC office, apparently in protest at the EU's intervention in the dispute, Nabokina said. Oil Products Still Flowing for Now ---------------------------------- 5. (C) On the evening of May 3, the Ambassador stressed to First DFM Denisov the importance of winding down this episode. He also stressed to Denisov that any politically-motivated disruption of energy supplies to Estonia would be extremely counter-productive and that Russia should not be surprised by what would certainly be a sharp, public U.S. -- and European -- reaction. Ambassador repeated these points to DFM Kislyak on the afternoon of May 4. We are urging our EU colleagues to stress the same message to the Russians with the Russian-EU Summit in Samara looming ahead on May 17-18. Ambassador repeated these points to DFM Kislyak on the afternoon of May 4. 6. (C) On May 2, Russian Railways announced that railroad repairs would stop oil product shipments to Estonia. As of MOSCOW 00002065 002 OF 002 May 4, oil product shipments and coal from Russia to Estonia for both re-export and domestic consumption are still being delivered. As well, Russian natural gas and crude oil flows are unaffected. The vast majority of the oil product exports from Russia are re-exported to Western European markets. Estonia is largely dependent on Russia for its domestic natural gas, coal, and oil needs. However, these energy sources make up less than 50 percent of Estonia's energy mix -- relatively low by EU standards. 7. (C) Most big shippers have been able to re-route oil products originally destined for re-export through Estonia to other ports. These companies (GazpromNeft and TNK-BP, principally) are fulfilling their contractual obligations to customers in Europe by managing to find another way to get their product out of Russia. A contact at TNK-BP confirms that RZD has capped its oil product shipments through Estonia and that other companies are experiencing the same difficulties. He said the only company to avoid this restriction was Surgutneftegaz which exports products from its Kirishi refinery. In a conflicting report, a trader with Shell told us that they have been able to get their oil product shipments on the May schedule. 8. (C) While oil products are still flowing, it is uncertain whether RZD has scheduled full shipments for May. According to one reliable contact, RZD has not put together the May schedule. Because shipments from refinery to port can take up to 20 days, he speculated that the product that is moving from Russia to Estonia now may be deliveries left over from April's approved shipments. BURNS
C O N F I D E N T I A L SECTION 01 OF 02 MOSCOW 002086 SIPDIS SIPDIS E.O. 12958: DECL: 05/07/2017 TAGS: PREL, ETRD, ENRG, EN, RS SUBJECT: ESTONIA: DEMONSTRATORS SHIFT FOCUS TO EC AS OIL CONTINUES TO FLOW REF: A. TALLINN 297 B. MOSCOW 01998 C. MOSCOW 02017 D. MOSCOW 02056 Classified By: Ambassador William J. Burns. Reasons: 1.4 (b/d). 1. (C) Summary: The Estonian Embassy was quiet over the weekend, and Embassy officials expect their Ambassador to return to Moscow in two weeks. At the 90-minute May 4 demonstration at the European Commission offices, militia outnumbered protesters. Russian Railways has capped shipments of oil products for some Russian shippers but the volumes look to be enough to satisfy Estonian domestic demands and work arounds are available. Press reports indicate that May's Russian coal shipments to Estonia are in jeopardy, but Russian Railways denies that coal shipments have stopped. Almost all of these Russian imports are destined for re-export from Estonia. The Kremlin is working on a new initiative to spend USD $1 million annually for protection of Russian military burial sites in Central and Eastern Europe. End Summary. "NICE" TO BE CALLED A FASCIST ----------------------------- 2. (C) The Estonian Embassy was quiet over the weekend. Estonian Press Attache Franek Persidski told us May 7 that the consular section was open for business and no demonstrators had visited the Embassy since early Friday morning. Estonian Ambassador Marina Kaljurand, who left for Tallinn for "vacation" May 3, as part of a quiet face-saving deal to end the protests, was expected to return to Moscow in two weeks, Persidski said. He added that Russian authorities had informed the Embassy that Vladimir Zhirinovskiy's Liberal Democratic Party planned to picket the Embassy on May 9 -- Russia's World War II Victory Day holiday. The demonstration is expected to last two hours and Estonian Embassy officials are not expecting it to be as large or as confrontational as last week's protests. "I'm sure they will call us fascists," Persidski said. "For us here in Moscow, it is a good day when all they do is call you a fascist." MORE COPS THAN DEMONSTRATORS ---------------------------- 3. (C) Pro-Kremlin youth groups shifted their focus May 4 from the Estonian Embassy to the offices of the European Commission in Moscow, protesting the apparent detention of ethnic-Russian high school student Mark Siryk by Estonian officials following last week's riots in Tallinn. The demonstration, organized by the youth group Nashi (Ours), was not as aggressive as last week's demonstration outside the Estonian Embassy, EC press spokesman Sean Carroll told us. The demonstration, which included a smattering of demonstrators from other pro-Kremlin youth groups and high school-aged children, totaled about 400 participants. Carroll estimated that there were about 500 militia on hand, noting that authorities kept the demonstrators at a distance. Organizers erected a sound stage and blared insults about "Fascist Estonia," but the demonstration lasted only about 90 minutes. KREMLIN INITIATIVE ------------------ 4. (C) In a move last week, apparently linked to the Bronze Statue controversy, the Ministry of Defense's Military Memorial Center of the Russian Armed Forces announced that the Kremlin had drafted a decree specifying that USD $1 million should be spent annually for protection of Russian military burial sites in Central and Eastern Europe. General-Major Aleksandr Kirilin, chief of the Memorial Center, said much of the money would be allocated to protect burial sites in Germany, but some would be spent for sites in what he called "problem countries," such as Poland, Hungary and the Baltic States, according to Kommersant. Kirilin did not specify how exactly the sites would receive additional protection. OIL PRODUCTS REDUCED BUT FLOWING -------------------------------- 5. (C) According to a contact at TNK-BP, Russian Railways (RZD) has capped -- but not halted -- oil product exports to Estonia for most Russian shippers. RZD's press secretary Elena Fedorovna told us May 7 that her company introduced a new schedule for a "yearly renovation program" that will run from May to September. She said that during this time some deliveries may need to use alternate routes but that there would be no shut-down of service. TNK-BP's export cap is set MOSCOW 00002086 002 OF 002 at about 42,000 tons/month. Surgutneftegaz is the only major shipper without a cap, sending 80,000 tons/month from its Kirishi refinery. These figures suggest that Estonia is receiving enough to meet domestic needs with some left over for re-export. Further, Russian shippers continue to re-route volumes that would otherwise transit Estonia, continuing to meet their downstream European commitments. However, TNK-BP said that they are losing money as a result of RZD's action. TNK-BP expects that the situation will "return to normal in one week." COAL CUT-OFF ------------ 6. (C) According to press reports, Russian coal exports to Estonia have ground to a halt as a result of RZD's requirement that exporters use their own -- rather than RZD's -- rail wagons. One exporter said that May's scheduled exports of 900,000 tons are at risk. Estonia uses little, if any, Russian imported coal domestically. However, RZD's Fedorovna said that her company did not tell coal shippers to use their own wagons and that coal continues to be shipped to Estonia. An analyst at a Moscow investment house said that coal exports are extremely sensitive to pricing, so, if shipments have stopped, re-routing coal exports may not be an option. Instead, he said that the coal may not be exported but could be used to, for example, accelerate the re-stocking of coal reserves at Russian coal-fired power plants. COMMENT ------- 7. (C) The May 9 Victory Day celebration may keep temperatures elevated, but the GOR appears to have signaled an end to the anti-Estonian Embassy campaign. The effect on bilateral relations, however, will continue to play out and we will track closely whether this issue will play into future GOR-GOE-EU energy relations. BURNS
C O N F I D E N T I A L SECTION 01 OF 02 TALLINN 000310 SIPDIS SIPDIS E.O. 12958: DECL: 05/11/2017 TAGS: PREL, RU, EN SUBJECT: ESTONIA: GOE OFFICIALS ON THE BRONZE SOLDIER, RUSSIA AND INTEGRATION REF: A. TALLINN 280 B. TALLINN 297 Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d). 1. (C) Summary: During a series of courtesy calls May 7-9, senior GOE officials expressed appreciation for strong U.S. support after the attack on Estonian's Embassy in Moscow. Prime Minister Ansip noted Estonia did not want to create problems for its allies, but emphasized that Russia's actions were "awful." Speaker of Parliament En Ergma asserted that Russia is motivated by a desire to keep Estonia from setting an example for other countries in the region. The riots have focused the GOE's attention on the need to improve communication channels with Russian speaking residents in Estonia. Estonian TV has launched a Russian language website and is considering creating a Russian-language TV station to draw viewers from Russia's media outlets. End Summary. Estonia Appreciative of US Support ---------------------------------- 2. (C) On May 7 and 9, the Ambassador made his first calls on Prime Minister Andrus Ansip, Speaker of Parliament Ene Ergma, Minister of Foreign Affairs Urmas Paet and Minister of Defense Jaak Aaviksoo. Each GOE official warmly welcomed the Ambassador and thanked him for the USG's strong support after the attack on Estonia's Embassy in Moscow. Prime Minister Ansip said Estonia had ?really needed? U.S. support because the attack on the Embassy in Moscow was a clear attack on Estonia's sovereignty. "We don't want to be a trouble-maker" or create problems for our allies, but Russia's behavior is "awful." They are attacking everyone, not just their neighbors, the Prime Minister added. Foreign Minister Paet emphasized that U.S.-Estonian relations are important to Estonia, and said that the invitation for President Ilves to visit President Bush in June "came at just the right time." 3. (C) In response to a question from the Ambassador, MOD Aaviksoo said that EU and NATO support for Estonia was good, "but it took some time." Aaviksoo explained that, initially, Europeans assumed the problems in Estonia were internal. However, what happened with Estonia's Embassy in Moscow was a strategic mistake by the Russians, which made clear this was not just a "monument problem." Aaviksoo said he believes the U.S. Government has a better understanding of what is going on in Russia right now than West European governments do. Europe's complicated history is making it difficult for the EU to act with one voice on critical questions like Russia, he said. In Aaviksoo's view, Russia's strategic objective is to use Estonia and other new member states to create tensions within Europe and destabiliz the EU. The Ambassador responded that Russian actions seem to be havin the opposite effect - solidifying, rather than dividing European support for Estonia. Moving the Statue Inevitable ---------------------------- 4. (C) Both Ansip and Defense Minister Aaviksoo told the Ambassador that it was clear as early as a year ago that the GOE would have to move the monument. At that point, Moscow had already been using the Bronze Soldier to create conflict for several years. Demonstrations near the monument in May 2006 created a terrible situation in which Estonian police had to protect people waving the Soviet flag. The monument's new location in the military cemetery provides a respectful resting place for the graves and keeps people fro attaching other meanings to the statue. Now the statue only serves to commemorate the victims of World War II. Aaviksoo said he was "not pessimistic" about the GOE's decision to move the monument. According to Aaviksoo, the Bronze Soldier's original location was too close to th seat of Government - the GOE had to show it could control the situation there. Russian Intentions ------------------ 5. (C) Estonian officials emphasized to the Ambassador the broad scope of Russian efforts to pressure Estonia, including supportin the groups which organized the April 26-27 riots, allowing demonstrations outside Estonia's Embassy in Moscow to get out of hand, launching large-scale cyber attacks on Estonian government and media websites, halting some rail traffic to and through Estonia and encouraging the boycott of Estonian goods. PM Ansip called the cyber attacks a "well-organized, focused attack" on GOE institutions and pres in Estonia, and suggested NATO study what happened. Ansip explained that during the crisis, Russian websites were able to spread disinformation while Estonian websites were down. 6. (C) Speaker Ergma opined that Russian efforts thus far are TALLINN 00000310 002 OF 002 "only the tip of the iceberg." Russia does not like the good example that Estonia sets for other countries in the region like Georgia, Moldova and Ukraine, she stated. Defense Minister Aaviksoo suggested Russia is trying to clean up the "messy situation" it faced after Yeltsin's rule. He noted that a democratic Russia is in the Baltic countries' and Eastern Europe's interest, because a weak Russia "always ends badly." However, Russia is moving away from democracy - a trend that is unlikely to change even after Russia's presidential election. Whither Integration? ------------------- 7. (C) Both Defense Minister Aaviksoo and Foreign Minister Paet spoke a length about the status of Estonian integration efforts in the face of the April riots. Aaviksoo noted that although it would be very easy to simply group all ethnic Russians in with the looters and rioters, most Russian residents stayed home during the riots. On the positive side, the GOE now has a clearer picture of who it can work with in the Russian community. In fact, Aaviksoo added, Estonia may be stronger now than it was before the riots because there are fewer opportunities for forces supported by Russia to destabilize Estonia. 8. (C) Aaviksoo said he believes the GOE's policy of encouraging gradual naturalization has been an effective tool for integrating minorities into the Estonian system. Paet pointed out that integration is an issue for every European country and asserted that integration efforts in Estonia "have not failed." Estonia's political arena is not divided along ethnic lines, Paet noted. The largest Russian party in Estonia received less than 1% of the vote in last month's parliamentary elections, even with financial support from the Kremlin. 9. (C) Both Paet and Aaviksoo conceded, however, that the GOE has a problem communicating effectively with Estonia's Russian speaking residents. Aaviksoo said the GOE's emphasis on teaching Russian speakers Estonian, rather than simply trying to communicate with them in Russian, has not been successful. We expected that when they learned Estonian, they would start reading Estonian news and watching Estonian TV, Aaviksoo said. But, this has not happened. Rather, Russian speakers in Estonia continue to get their news from Russia's media outlets which are aggressive and unfriendly toward Estonia. (Note: Paet made the same point but said Russian TV was full of "lies and propaganda." End Note.) Aaviksoo noted that the GOE has learned its lesson and is taking "big steps" to improve communication with the minority population. Both Aaviksoo and Paet cited Estonian TV's May 8 launch of a Russian-language website as a positive step forward. Paet was pessimistic about creating a Russian language TV station in Estonia noting it would be very difficult to compete with Russia's well-finance media outlets. PHILLIPS
C O N F I D E N T I A L SECTION 01 OF 02 RIGA 000349 SIPDIS SIPDIS E.O. 12958: DECL: 05/14/2017 TAGS: PGOV, PREL, EN, LG SUBJECT: LATVIAN GOVERNMENT STUMBLES OVER ESTONIA Classified By: Charge d'affaires a.i. Tamir G. Waser 1. (C) Summary: When the Latvian parliament rejected a resolution of support for Estonia on May 3, it soon became clear that the governing coalition had mishandled its response, either out of political pettiness, an effort to avoid violence here, a desire to maintain good relations with Moscow, or likely, a combination of the three. Whatever the reason, the government has been harshly criticized from across the political spectrum, with one foreign policy expert calling the event "the lowest point in Latvian foreign policy since the restoration of independence." Since the vote, the government has scrambled to show its support for Estonia, and in the end, probably ended up being more strident than it wanted to be. Strong as the public reaction was, it is too early to tell if this will do any lasting political damage to the coalition. End summary. 2. (C) In the days after the disturbances in Tallinn, the Latvian government was reacting as expected, by condemning the violence. Latvia was also quietly providing support to its neighbor, sending a water cannon to help with riot control efforts. But the GOL was clear that it would be low key about the material support it was providing to Estonia. MFA Pol Dir Klava had told Charge May 2 that Latvia "would not trumpet" its assistance, in particular not to inflame tensions in advance of May 9 Victory Day celebrations. (Note: Following the events in Tallinn, GOL officials were very nervous at the potential for spillover to May 9 events here, and laid on significant additional security from previous years. End note.) 3. (U) On May 3, the opposition New Era party submitted a resolution to the weekly meeting of the Saeima (parliament) offering support to the government and people of Estonia, urging respect for diplomatic norms regarding the Estonian Embassy in Moscow, condemning statements from Duma members that interfered in Estonian internal affairs, and urging EU member states and the European Parliament to make similar statements. The governing coalition opposed the resolution, arguing that it was not submitted in a timely manner and had not undergone review in committee. Although some members of the coalition defected and voted for the resolution, enough voted against, abstained, or simply did not vote to prevent the resolution from getting the 51 votes needed for adoption (it received 41). Saeima then voted 68 - 21 to send the resolution to the foreign affairs committee for further review. 4. (U) The following day, May 4, was the 17th anniversary of the declaration of the restoration of independence by the Latvian Supreme Soviet. At events marking the occasion, members of National Front (the group that voted for independence in 1990), including those still in parliament, were harshly critical of the actions the previous day. One National Front member told us that he "was ashamed" by the Saeima's failure to support Estonia. Others talked of how the Baltic unity that was so essential in the waning days of the USSR had disappeared. One foreign policy expert told the DATT that the vote "the lowest point in Latvian foreign policy since the restoration of independence." 5. (U) On May 7, the Foreign Affairs committee met to review the draft declaration and coalition members issued high-minded statements on the need to follow procedure, with Chairman Andris Berzins publicly saying that the New Era draft contained spelling errors and typos that made it unacceptable. Meanwhile, New Era hammered away in the press and committee that the government (in)action was shameful. The committee adjourned without taking action. 6. (U) On May 8, an event was held in central Riga's Dome square to show support to Estonia. Based on the late-1980's Baltic Way, that formed a human chain between the three Baltic capitals, the idea was to recreate Baltic solidarity. New Era immediately jumped on the event and announced they would attend. The coalition was initially silent. PM Kalvitis, in Moscow for the world hockey championships, was called by the newspaper Diena and asked if he would attend the event. He initially said he would not because it conflicted with a cabinet meeting where the Estonian Ambassador would attend to receive the support of the government. The PM then called back to say he would attend the march with the Estonian Ambassador. The newspaper published the transcripts of both calls on the front page of its May 9 edition, creating an image of the PM being out of touch. Another Latvian language daily, usually hostile to New Era, led its May 9 edition with a picture of the Dome Square event captioned, "The people speak in the absence of the Saeima." The rural-based Latvijas Avize, a mainstay of supporters of the leading People's Party, was also harshly critical of the government and parliament's response to Estonia. None of the papers had any significant coverage of RIGA 00000349 002 OF 002 Kalvitis' attendance at the event or the cabinet statement of support for Estonia. 7. (C/NF) Criticism of the government also came from within. PM Kalvitis' foreign policy advisor, Peteris Ustubs (protect), said that government had completely misplayed the event. He was especially critical of the People's Party, saying that they could not see beyond their distrust of New Era and failed to recognize the public reaction of defeating the draft resolution. Ustubs, a career diplomat, is usually careful to avoid criticizing political decisions, so his strong reaction was noteworthy. MOD State Secretary Edgars Rinkevics (protect) said the Saeima's rejection of original resolution made May 3 "one of most disappointing days I've had in years." 8. (U) On May 9, the Foreign Affairs committee of the Saeima found new resolve and quickly adopted an alternative resolution, which the full Saeima adopted on May 10, with 71 votes in favor. This alternate resolution contained many of the same elements as the New Era draft, although the language was a bit softer in places and it lacked the call for other EU states to adopt similar resolutions. It did, however, specifically criticize members of the Russian Duma for "improper involvement" in the internal affairs of Estonia. Press coverage the following day used words like "finally" and "at long last" to describe the Saeima vote. 9. (C) Comment: It seems that the ruling coalition's mishandling of the situation in the parliament was motivated by combination of factors -- a deep dislike for New Era, a desire to avoid inflaming the local Russian community in advance of Victory Day commemorations and an attempt to avoid antagonizing Moscow in the run up to ratification of the Latvia - Russia border treaty. In the end, the government came out on the political short end, although May 9 did pass peacefully. Press and public reaction was unusually strong and negative, especially for Latvia. We cannot easily recall an instance, outside of moments of national tragedy, when all three major Latvian language newspapers editorialized about the same issue with the same position on the same day. By the time the coalition got its act together, New Era was getting positive press as the defenders of the legacy of the Baltic Way and the adopted resolution ended up being probably more critical of Moscow than the government would have liked. While New Era will likely pick up some support for its leadership on this issue, it is too early to know whether the coalition parties will suffer any lasting political damage from these events. WASER
C O N F I D E N T I A L SECTION 01 OF 03 MOSCOW 002334 SIPDIS SIPDIS E.O. 12958: DECL: 05/18/2017 TAGS: PREL, MARR, ETRD, UNSC, OSCE, AM, AJ, EN, GG, RS SUBJECT: A/S FRIED'S MEETING WITH DFM KARASIN: ESTONIA, GEORGIA Classified By: DCM Daniel A. Russell, Reason: 1.4 (b, d) Summary ------- 1. (C) EUR A/S Fried and Russian DFM Karasin's May 15 discussion focused on Estonia and Georgia. Fried assured Karasin that the U.S. supports the independence and sovereignty of Russia's neighbors and their freedom from a Russian sphere of influence -- but also urges them to develop good relations with Russia. Issues such as World War II monuments are emotional on both sides; both Russia and its neighbors must take these emotions into account. Karasin viewed the situation in South Ossetia (Georgia) as alarming. He said the Sanakoyev "alternative government" is creating nervousness in South Ossetia that has led to ill-considered actions. Fried replied that political steps cannot justify violence. Fried believed that recent prisoner releases in Abkhazia have set the stage for further progress. Karasin said one Abkhaz prisoner remains unaccounted for. Karasin said talks with the Georgians will continue; if Saakashvili attends the June 9-10 CIS Summit he will get a meeting with Putin (unless he makes that a condition of his attendance). Karasin briefly raised the possibility of a statement by the two presidents on Nagorno-Karabakh at the G-8 Summit and the Russian candidate for OSCE Head of Mission in Armenia. End Summary. Russia and Its Neighbors ------------------------ 2. (C) EUR A/S Daniel Fried met with Russian DFM Grigoriy Karasin for one and a half hours May 15. Fried led off by describing the Secretary's constructive approach to Russian-U.S. relations. Karasin complained of U.S. actions on missile defense and a statement by a U.S. official in opposition to Putin's recently-concluded deal for Central Asian oil. He complained that U.S. and EU statements on Estonia would not lead to a "positive atmosphere," though he admitted that Russia's actions were not "elegant." 3. (C) Fried replied that we view Russia as a partner on our most vital issues, though the partnership is not living up to its potential. We do have difficulties with Russia over its relations with its neighbors and differences over certain internal developments. We start off from the position that the neighbors are truly independent and sovereign, and not part of a Russian sphere of influence. At the same time, they need to develop good relations with Russia and not provoke it. Estonia's actions in removing the Soviet WWII memorial were not wise, and we told the Estonians so. We made the statements to which Karasin objected after Russian mobs over-reacted. On gas pipelines, Fried reiterated that we favor a diversity of routes to take Central Asian oil and gas to market -- both through Russia and outside it. 4. (C) Karasin stressed the depth of Russian feeling about World War II, and said that monuments are symbols for these feelings, just as flags are for national sentiment. Fried agreed, but reiterated that Estonians, Poles and Ukrainians (Western, especially) also have deep feelings about World War II, and they are very different feelings, though equally based on real events. The Russians need to understand this. 5. (C) Karasin said the partnership of which Fried spoke must be based on equality and mutual respect; these do not appear in some American rhetoric. Fried replied that we see most of the sharp language coming from the Russian side. The Secretary and Defense Secretary Gates have both taken a SIPDIS positive tone, and Fried had tried to do likewise in his recent speech in Berlin. South Ossetia ------------- 6. (C) Fried asked for Karasin's views on South Ossetia, pressing the Russians to ensure that monitors reach the village of Avnevi, where recent incidents started. Karasin was unaware that monitors had not been there and said he would look into it. Fried noted a recent Russian statement critical of South Ossetian misdeeds, and we appreciate that objectivity. He reminded Karasin that the U.S. consistently warns Georgia against military adventurism under any circumstances, and noted that Georgia "says the right things" in reply and have been doing the right things. 7. (C) Karasin said the situation in South Ossetia is alarming. The Ossetians are nervous about the Sanakoyev government and are taking steps that are "not well thought out." Karasin recounted the May 7 standoff between South Ossetians and Russian and OSCE monitors, in which Ossetian MOSCOW 00002334 002 OF 003 forces fired in the air to prevent the monitors from confiscating illegal anti-aircraft weapons. Subsequently, Kokoity declared a blockade of Georgian enclaves and demanded the liquidation of the Sanakoyev regime and an end to the Georgian passport checks on the Trans-Caucasus Highway. Russia urged restraint on both Kokoity and the Georgians. Ambassador-at-Large Popov left for Georgia May 15 to calm the situation. 8. (C) Fried responded that Karasin may be right analytically that nervousness over the Sanakoyev government led to the South Ossetian reaction. However, whatever Georgia has done, and there was also something that could be said in defense of Georgia's support for Sanakoyev, resorting to violence is not justified. It was wrong when Georgia did it; it is wrong when South Ossetia does it. Georgia is acting more constructively than it was one or two years ago. It is taking political steps, not military. Russia may not like the political steps, but it is better that they are political, not military. Fried said that the recent incidents show that there must be a permanent JPKF post at Didi Gupta to keep heavy weapons out of the hands of the South Ossetians. Karasin praised the leadership of the JPKF as serious, responsible and impartial. 9. (C) Karasin raised the recent Russian assistance delegation to South Ossetia led by DPM Bukayev. Russia wants to intensify the social rehabilitation of the area. Experts in transport, health and construction were on the delegation, as was Ambassador Popov. Russia will not channel its aid through the OSCE, because it wants to avoid spending money on unneeded projects. But Russia wants to be transparent. The delegation invited Georgian officials to join it, so they could see exactly what projects Russia had in mind. Regrettably, the Georgians refused. Fried was glad to hear the Russian desire for transparency. He hoped the Russians will work with the Georgians, not just provide direct support for Kokoity. Economic development must be in ways acceptable to all sides. Abkhazia -------- 10. (C) Fried said we were encouraged by UNSCR 1752 and by the reciprocal releases of hostages. 1752 should provide the basis for moving forward, and this could be discussed at a "Geneva-style" meeting in New York with the participation of Abkhaz "FM" Shamba. The U.S. is finalizing a package of proposals. They will include ways to reduce tensions in Gali, secure agreement on a package providing for IDP return and commitments not to use force, ways to combat criminality, and ways to address the human rights situation, including in Gali. Accomplishing these steps will require the U.S. and Russia to cooperate. 11. (C) With regard to the hostage releases, Karasin explained that the Georgians had freed one hostage -- Chakaberia -- but not the other, Sigua. Karasin met with Bagapsh after Chakaberia's release and asked him to release at least one of the Georgian students the Abkhaz were holding. Bagapsh had released all three on the basis of what he understood to be Georgian commitments -- commitments Georgia did not fulfill. Instead, Saakashvili was publicizing his accomplishment in getting the Georgian students freed. Sigua must be found. Measures must be taken to restore confidence. Fried said he did not know what promises Georgia may have made on Sigua, but they needed to be fulfilled. 12. (C) Karasin concluded the discussion of the frozen conflicts with two points. First, the sides need to meet. The South Ossetians and Georgians need to talk in the context of the Joint Coordination Council. The Abkhaz and Georgians need to talk directly. Second, the "puffing up" of Sanakoyev is not just political; it goes hand in hand with preparations for action by "Georgia's military machine." There is danger in the logic of military actions. Georgia needs to end its preparations for conflict. Fried agreed that the danger of conflict exists. Instead of waiting passively for the next crisis, we should put the peace processes on a good course. Direct talks between the Georgians and Abkhaz and Georgians and South Ossetians are important. Fried agreed that rhetoric must be toned down. The Georgian Ministry of Internal Affairs needs to act responsibly. The Georgians should adhere to the 1994 Moscow Agreement's provisions on Kodori, and should be transparent to UNOMIG. Russia-Georgia -------------- 13. (C) Karasin said he had spoken at length with Georgian MOSCOW 00002334 003 OF 003 Parliament Speaker Nino Burjanadze, who led Georgia's delegation to Yeltsin's funeral. He complained to her of continued insulting rhetoric. Georgia's Minister of Internal Affairs has become the most "disturbing" member of the Georgian government. Georgians should not stubbornly stick to an anti-Russian line; the two countries are neighbors, after all. 14. (C) Contacts continue, Karasin said. Georgian DFM Manjgaladze is coming soon. Preparations are under way for a Putin-Saakashvili meeting on the margins of the June 9-10 CIS Economic Summit in St. Petersburg. Karasin explained to Burjanadze that Saakashvili should not condition his willingness to attend the summit on getting a meeting with Putin. Rather, Saakashvili should just signal his attendance and, Karasin assured Burjanadze, he would get his meeting. 15. (C) Ultimately, Karasin said, everything depends on Georgia's willingness to take visible steps to normalize relations. Fried replied that normalization also means reopening the border that Russia has closed; re-starting direct air links that Russia has grounded; and ending the Russian bans on imports of agricultural goods, wine and mineral water. Fried was glad Saakashvili is coming; there is much to discuss. Nagorno-Karabakh ---------------- 16. (C) Karasin noted that there are many meetings on NK, but they did not appear likely to lead to a breakthrough this year. He asked Fried whether the mediators should think of a joint effort -- such as an appeal by the Presidents on the margins of the G-8 meeting. This could have its downside if the sides failed to move. Fried said he would discuss the issue with our negotiator, EUR DAS Matt Bryza. The G-8 Foreign Ministers are meeting before the summit; that might also provide a venue for action on NK. OSCE Mission in Armenia ----------------------- 17. (C) Karasin asked for Fried's support for the Russian candidate to be OSCE Head of Mission in Yerevan. The incumbent, whose term is up, is a Russian and has done a good job. A Russian, Sergey Kapinos, should replace him. Fried agreed to look at the suggestion. 18. (U) Assistant Secretary Fried has cleared this message. BURNS
C O N F I D E N T I A L SECTION 01 OF 04 TALLINN 000347 SIPDIS SIPDIS DEPARTMENT FOR EUR/NB AND INR MOSCOW FOR DWIGHT NYSTROM E.O. 12958: DECL: 05/24/2017 TAGS: ECON, PGOV, PREL, ETRD, RS, EN SUBJECT: RUSSIAN BEAR HUG SQUEEZES ESTONIAN ECONOMY REF: A) TALLINN 290QB) TALLINN 297 Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d) 1. (C) Summary: In the three weeks since the April 26-27 Bronze Soldier riots, Estonia has faced pressure from an array of trade-disrupting measures from Russia. Cyber attacks on government and financial websites have been costly and have raised international concern and support. GOE officials have called on NATO to address the issue and cited the need for an international legal framework for dealing with cyber attacks. In addition, disruptions in rail and truck traffic, an informal boycott on Estonia goods and other measures have put a strain on some Estonian businesses. A GOE study estimated that if maintained over the long run transit disruptions could cost Estonia 2-3 percent loss of GDP, although there are some indications that the disruptions are already starting to ease. Estonia has prioritized addressing Russian behavior via the EU, although GOE officials indicate Estonia won,t move to block EU-Russia cooperation. End Summary. Unofficial Trade Sanctions Begin -------------------------------- 2. (C) Following the April 26-27 riots surrounding the GOE,s removal of the Soviet-era Bronze Soldier statue, Estonia has been subjected to an array of trade-disruption measures initiated by Russia. These measures, which GOE officials note are similar to those previously applied against other neighboring countries including Ukraine, Georgia and Poland, include: -- Arbitrary use of phyto-sanitary regulations on meat and other food products; -- Discouraging Russian consumers from purchasing Estonian goods; -- Announcing sudden, unscheduled maintenance on vital transit arteries; -- Artificially slowing border traffic by use of customs and inspection bureaucracy; and -- Pressuring Russian companies to break long-term contracts with Estonian firms. Cyber Attacks ------------- 3. (C) In addition to these &traditional8 measures, since April 27 Estonia has been subjected to Distributed Denial-of-Service (DDOS) cyber attacks against key government ministry websites and commercial enterprises via &bots8 (computers under the control of a third party). Although investigations into these cyber attacks are ongoing, and no one has claimed responsibility for them, the political nature of the attacks clearly suggests coordinated Russian involvement. Initially, the attacks concentrated on key GOE websites (e.g., the State Chancellery, Parliament, Ministry of Foreign Affairs, and Ministry of Justice). They forced the GOE to ratchet up Estonia,s broadband capacity over eightfold to remain operational. While successful in this cyber arms race, increasing its broadband capacity so drastically has been extremely expensive for the government. Estonia,s small size proved to be an asset in responding to the cyber attacks, because a handful of decision-makers could quickly coordinate responses, and discard ineffective strategies, as the attacks unfolded. Elion, Estonia,s main telecommunications and internet provider, worked closely with the GOE to rapidly provide increased broadband capacity as the attacks increased. Jana Vanaveski, an advisor to President Ilves, told us that the improvements the GOE had made in preparation for e-voting during the March parliamentary elections had bolstered the GOE,s ability to respond to the cyber attacks. 4. (C) On May 1, the cyber attacks expanded to include Estonian commercial websites, principally banks (e.g., Hansabank and SEB), websites of Estonian newspapers (e.g., Postimees and Eesti Paevaleht), and Falck AS Security (Estonia,s largest private security company which provides TALLINN 00000347 002 OF 004 the Embassy,s Local Guard Force). The private sector, especially the banks, often had better defensive measures in place than the government did, and was consequently better able to contain the attacks. However, containment came at a cost. With over 90% of Estonians dependent upon online payments, banks had to close foreign access to increase domestic access capacity and provide ad hoc service to its largest foreign clients through alternate sites. Hansabank officials told us that while their tactics were ultimately successful, they cost the bank an estimated 10 million Euros ($13.4 million) in lost revenue. While Estonian authorities are not sure from which country the perpetrators behind the GOE website attacks were operating, they are convinced that the people behind the commercial bank attacks operated from within Estonia. 5. (C) The GOE was quick to accuse the Government of Russia of involvement in these cyber attacks. On May 2, Foreign Minister Urmas Paet released a statement that the MFA had proof that some of the attacks originated from Russian government internet service provider (ISPs) addresses. However, officials from Estonia,s Computer Emergency Response Team (CERT) and Cyber Defense experts have privately informed us there is still no &smoking gun8 that links the attacks to Moscow. However, the unprecedented nature of cyber attack against a nation state has received wide international coverage. On May 17, Minister of Defense Jaak Aaviksoo told the press that while he didn,t think the cyber attacks against Estonia were a breach of NATO,s Article 5, NATO needed to resolve how to respond to cyber attacks against its member states. NATO sent a team of cyber experts to assess the situation May 10-12. At Post,s request, a EUCOM cyber warfare expert joined the NATO team to provide an independent, technical assessment and analysis. The U.S. Secret Service has also offered to send experts to Estonia. SIPDIS On May 14, Minister of Justice Rein Lang expressed his gratitude to the Ambassador for the USG,s assistance in Estonia,s investigation. Like Aavikisoo, Lang emphasized the need for the international community to begin the process of establishing a legal framework to address cyber attacks. Boycotts on Estonian Products; Pragmatism Based on Experience --------------------------------------------- ---------------- 6. (SBU) Immediately following the riots, there were numerous accounts of an informal Russian boycott on Estonian goods. While Russian authorities insisted there was no official ban, press reports said that stores throughout Russia had announced that they would stop carrying Estonian products like Kalev chocolates (Estonia,s largest confectionary exporter) and Estonian meat products. Russian shops reportedly received letters from the state Veterinary and Food Board that Estonian products did not meet Russian sanitary standards. The actual impact of the &unofficial8 boycott is difficult to quantify. GOE officials have consistently downplayed its importance, noting that since the 1990s, Estonian exporters have taken steps to diversify their markets and reduce reliance on Russia. For example, the Russian market counts for less than one-third of Kalev,s total exports and only a few percentage points of total sales. Overall, only 23 percent of all Estonian food and agricultural exports went to Russia in 2006 (less than 7 percent of overall GDP). 7. (SBU) At the request of the Ministry of Foreign Affairs, the Estonian Chamber of Commerce surveyed its members from May 4-11 regarding the impact of these unofficial Russian measures on their business. For the most part, Estonian firms responded that they had not experienced direct restrictions on their business with Russia, and that they planned to &wait and see.8 However, responses showed that the cumulative effect of these two weeks of uncertainty had put a chill on the business climate between the two countries and reminded Estonian companies that &Russia is still Russia.8 A survey of hotels and travel agencies conducted by the tourism department of Enterprise Estonia (the Ministry of Economy,s trade promotion board), found that while few had any cancellations during the past three weeks, 52 percent thought the events since April 26-27 had a negative impact on business. (Note: Only 4.7 percent of tourists come from Russia, and most of those travel here for the New Year,s holiday. End Note.) TALLINN 00000347 003 OF 004 Disruption of Transport Sector: Rail and Road Blockages --------------------------------------------- ---------- 8. (SBU) Cargo rail service between Estonia and Russia was also disrupted after the riots. On May 1, the Russian state railway (RzD), announced that its coal cars bound for Estonian ports and points south suddenly needed repair, but that companies with contracts for the month of May could use their own coal cars if they could provide them. At the same time, RzD announced the need to repair rail lines leading into northern Estonia through Narva. The Estonian National Railway (EVR) confirmed to us that their daily volume of inbound freight trains dropped almost immediately from 32 to 16. As of May 23, EVR,s daily volume was still hovering around 25 per day, or roughly 75 percent of the pre-riots level. Our contacts at EVR told us that a sustained volume of less than 25 trains per day would force the railway to lay off workers, cancel planned investment in infrastructure, and raise passenger fares. On the other hand, the Director of the Port of Tallinn, through which much of the transit trade passes, told Ambassador Phillips on May 25 that he expects transit traffic to be back to normal levels by the end of June, since re-routing oil shipments is very costly for the Russian exporters. 9. (SBU) Wood veneer producer Balti Spoon, which imports 70 percent of its lumber from Russia, told us that about one-fifth of their annual supply from Russia was pending when the disruption to rail transit occurred. By the time they had worked out alternate routes to get the Russian lumber in through Latvia, (which would have added 5-10 percent to their cost) direct rail connections were back to normal. Companies dependent on Just-In-Time delivery, such as the oil transit company PakTerminal, were more directly impacted during these three weeks. 10. (C) An internal study done by the Ministry of Economic Affairs and Communications the first week in May, estimated that Russian trade-disrupting measures could cost the Estonian economy as much as 2-3 percentage points of economic growth if they continue until the end of 2007. The bulk of this would be transit fees lost to EVR, which put in place plans to furlough workers and halted planned investment projects immediately following the slowdown of inbound freight from Russia. MFA Director General for External Economic Issues, Priit Pallum told us, however, that most Estonian companies are downplaying the situation, at least in the short run, for two reasons. First, they hope that the political difficulties will die down and business will return to normal; and second, they do not want to expose the extent of their losses, and thereby encourage competitors in Russia or elsewhere to try to take business away from them. In Pallum,s estimation, the most potentially damaging of all the GOR,s recent tactics is the pressure on Russian companies to break long-term contracts with Estonian firms. &If Russian businessmen get the message from higher up that they are not going to be allowed to deal with Estonian companies, they will orient their long-term planning elsewhere, to other suppliers,8 Pallum said. Officials at EVR and Tallinn,s Muuga Port also told us they know that if the capacity and reliability of competitor ports such as St. Petersburg or Primorsk ever rises significantly, their Russian customers may go away for good, although even here, they expressed doubt that the expansion of Russian ports would be able to keep up with the continued expansion of the Russian economy. Bridge Over Troubled Relations ------------------------------ 11. (SBU) On May 10, the Russian Federal Roads Administration (Rosavtodor) announced that it would soon bar all vehicles weighing over 13.5 tons from traversing the Narva river between Ivangorod, Russia and Narva, Estonia, due to unspecified safety concerns. The Narva bridge is the primary crossing point for all cargo trucks passing between the EU and Russia in northern Estonian ) approximately 140 trucks per day in each direction under normal circumstances. The weight restrictions were imposed from May 16-18, forcing trucks returning to Estonia to take a much longer southern route (at Petseri) and creating long lines at the bridge. According to the MFA, the Narva Bridge passed a safety inspection two years ago for trucks up to 41 tons; the TALLINN 00000347 004 OF 004 Russian authorities were not in a position to evaluate the bridge because it is under Narva city jurisdiction; and a border crossing agreement between the two countries requires at least 90 days, notice before restricting traffic. After several false starts, Estonian and Russian transportation officials finally met on May 22 and agreed to create a group of Estonian and Russian experts to examine the bridge decide on its future use. Road signs on the Russian side announcing the weight limit have been removed, and traffic is now crossing normally. Estonia,s Response ------------------ 12. (C) The GOE has prioritized addressing Russian behavior multilaterally, through the EU (and NATO on the cyber attacks). Drawing on his own long experience working with Russia, the MFA,s Pallum discounted the usefulness of engaging Russian officials directly. The instructions come from the Kremlin, he noted, so it is simply not useful to try and resolve issues with officials at a working level. This has been tried in the past and failed, Pallum explained. Even when there are good relations between Russian and Estonian counterparts, the Russian officials do not have the authority to make any decisions. Rather, according to Pallum, Estonia has and will continue to urge the EU to unite behind &strict talk with Russia ... and a strong position - the only thing the Russians understand.8 Nobody would benefit more from Russian involvement in organizations like the WTO and OECD than Estonia, Pallum added, but only if they act like a normal international partner. Within the EU, the GOE,s priority is consensus building. Jana Vanaveski emphasized that Estonia wants to continue its &pragmatic8 approach and move forward; it is not interested in blocking specific cooperative efforts between Russia and the EU - like the EU-Russia Partnership and Cooperation Agreement. Estonia is very familiar with Russian tactics she said, now other member states see them as well. Comment ------- 13. (C) Estonia,s success in recent years in re-orienting its economy away from Russia has clearly made it less vulnerable to Moscow,s use of economic tools for political pressure. At the same time, the cyber attacks Estonia has endured have demonstrated to the international community a new vulnerability of national economies in the digital age. The main economic lesson from Estonia,s experience of the past few weeks may be the reality of not just the physical threats to 21st century market economies, but the virtual ones as well. End Comment. PHILLIPS
E C R E T SECTION 01 OF 04 TALLINN 000366 SIPDIS SIPDIS DEPT FOR EUR/NB E.O. 12958: DECL: 06/04/2017 TAGS: PREL, PGOV, ECON, ETRD, NATO, RS, EN SUBJECT: ESTONIA'S CYBER ATTACKS: WORLD'S FIRST VIRTUAL ATTACK AGAINST NATION STATE REF: A) TALLINN 276 B) TALLINN 280 C) TALLINN 347 D) LEE-GOLDSTEIN EMAIL 05/11/07 Classified By: Ambassador S. Dave Phillips for reasons 1.4 (b) & (d) 1. (S) Summary. Since April 27, Estonia has been the victim of the world's first coordinated cyber attacks against a nation state and its political and economic infrastructure. The sensational nature of the story, combined with the highly technical details of the subject matter, has led to a good deal of misinformation in the public domain. Although GOE and international analysis is ongoing, these attacks have highlighted the vulnerability of both government and private sector internet infrastructure to attacks of this nature. For over a month, government, banking, media, and other Estonian websites, servers, and routers came under a barrage of cyber attacks. Defense against the attacks was extremely expensive for both GOE and the private sector. GOE and private cyber defense experts cite the nature and sophistication of the attacks as proof of Russian government complicity in the attacks. End Summary. Virtual Shots Heard Round the World ----------------------------------- 2. (C) Cyber attacks against Estonian websites began on April 27. They came in the wake of rioting in Tallinn triggered by the Government of Estonia's (GOE) preparations for relocating the so called "Bronze Soldier", a Soviet-era World War II monument (Refs A and B). The attacks initially targeted GOE websites including those of the Estonian President, Prime Minister, Ministry of Foreign Affairs (MFA), Ministry of Justice (MOJ), and Parliament, among others. According to Hillar Aarelaid, Head of Estonia's Computer Emergency Response Team (CERT), the initial attacks were technically unsophisticated and "seemed more like a cyber riot than a cyber war." However, all our Estonian interlocutors clearly recognized these attacks as political in nature. Russian-language internet chat forums held discussions exhorting people to attack Estonian sites and supplied downloadable software tools to carry out the attacks. According to CERT, these initial attacks were limited to spam (a barrage of unsolicited emails) and cyber vandalism (e.g., Prime Minister Andrus Ansip's photo was defaced on the Estonian Reform Party's website) and appeared to be nothing more than a virtual mob reaction to the Bronze Soldier issue. Estonian media and press commentators were quick to accuse Moscow of being responsible, interpreting these attacks as part of Russian retribution for moving the Bronze Soldier (Ref C). 3. (S) However, on April 30, a broader range of cyber attacks -- from simple spam postings to coordinated DDoS (Distributed Denial-of-Service) attacks -- began against GOE sites. (Note. A DDoS attack is when a flood of bogus queries are made to a specific server or network of computers in order to over-saturate the target and prevent access by legitimate users. End Note.) For example, the Presidential website, which normally has a 2 million Mbps (megabits per second) capacity, was flooded with nearly 200 million Mbps of traffic. While none of the technology involved in the attacks was new, tactics and tools routinely shifted to prevent Estonian authorities from blocking the attacks. One of the most pernicious tools in these attacks was "bots." (Note. Bots are computers and/or servers under the control of a third party. End Note.) These bot attacks came from ISPs (internet service providers) around the world (e.g., the United States, Canada, Russia, Turkey, Germany, Belgium, Egypt, Vietnam, etc.). Attacks routinely came from one set of bots, subsided and then resumed again using another set of bots with different ISPs. According to Aarelaid, the attacks ranged from a single minute to many hours in length. The longest attacks lasted over TALLINN 00000366 002 OF 004 ten hours and unleashed a crushing 90 million Mbps of traffic on targeted endpoints. According to Mihkel Tammet, MOD Director for Communications and IT, the GOE's assessment was that a small but unknown number of individuals were behind these more sophisticated cyber attacks, which quickly dwarfed the traffic volume of the initial cyber rioters. 4. (S) On May 3, the cyber attacks expanded beyond GOE sites and servers to private sites. Hansabank and SEB, Estonia's two largest banks, faced the most significant problems. Swedish-owned Hansabank and SEB account for almost 75% of all online banking in Estonia. (Note: Approximately 90% of all money transfers and bill payments in Estonia are done online. End Note.) Hansabank was well prepared with powerful servers, alternate sites to mirror content (thus making it more difficult for DDoS attacks), and the ability to reallocate access lines from foreign to domestic customers. However, even though Hansabank's site remained online, Jaan Priisalu, Head of Hansabank's IT Risk Management Group, estimated that it came at a cost - - at least 10 million Euros ($13.4 million). Hansabank also had to temporarily block access to its site by all foreign ISPs so that there was enough broadband capacity for its domestic clients. However, Hansabank was able to create alternate access mechanisms for its largest foreign customers. Correcting much of the press coverage in the early days of the attacks, Priisalu said that while the cyber attacks against Hansabank and SEB were a challenge, there was no serious danger of Estonia's banking sector being shut down. 5. (S) This second wave of cyber attacks also hit the websites of Postimees, Estonia's paper of record, and Eesti Paevaleht, a leading Estonian-language daily, which over two-thirds of Estonians regularly visit for their news. "Imagine if you can the psychological effect," Aarelaid asked us, "when an Estonian tries to pay his bills but can't or get the news online but can't." As one of the most wired countries on the planet, GOE interlocutors viewed the evolution of the attacks as a frightening threat to key economic and societal infrastructure. 6. (S) The attacks reached their apex on May 9, the Russian anniversary of the end of World War II. To cope with the rising volume of attacks, the GOE increased its broadband capacity from two Gbps (Gigabites per second) to eight Gbps. Hansabank, SEB, Postimees, and others also added servers to increase broadband capacity. A EUCOM cyber defense expert described it as a "cyber arms race" where the Estonians repeatedly increased their broadband capacity to match the increasing volume of cyber attacks (Ref D). Aivo Jurgenson, IT Security Manager for Elion, Estonia's main Telecommunication and Internet provider, told us that Elion increased the "broadband pipe" for both government and private clients at a frantic pace to keep up with the attacks. Jurgenson told us that one GOE ministry increased its original server capacity of 30 Mbps to 1 Gbps (1 Gbps equals 1000 Mbps). Jurgenson said that this defensive response by the GOE and the private sector was ultimately successful, but it was extremely expensive. 7. (S) The number of attacks steadily declined after May 9 and 10, allowing GOE and private sites to reduce their broadband capacity. However, on May 15, there was an unexpected spike in attacks that focused on Hansabank and SEB. In two separate and coordinated 15 minute attacks, these two sites were hit with over 400 bot attacks (roughly half the number of bot attacks recorded on May 10) from multiple ISPs. The attacks temporarily crashed SEB's site for 30 minutes. Since the May 15 spike, the number of attacks has declined and is now hovering slightly above pre-April 27 numbers. No Smoking Gun TALLINN 00000366 003 OF 004 -------------- 8. (S) On May 2, Foreign Minister Urmas Paet released a statement that the MFA had proof that some of the attacks originated from GOR ISPs. The Estonian and international press carried Paet's claim, but CERT interlocutors distanced themselves from the accusation. Aarelaid privately said to us that no "smoking gun" incriminating Moscow has turned up and likely won't. The use of bots, proxies, and spoofing tactics makes it extremely difficult to determine with any certainty the origin of the attacks. Press reports suggested that a million computers were involved in the attacks. However, Aarelaid admitted that due to Estonia's poor monitoring capability, CERT could only speculate on the number of computers and servers attacking Estonia, and had even less specific information on the origins of the attacks. (Note. Aarelaid said that the one million figure used by the press and the GOE was from a quote to the press taken out of context in which he tried to explain how he could only speculate a number ranging from a 1000 to a million computers. End Note.) 9. (S) The GOE believes it has enough circumstantial evidence to link Moscow with the attacks. As President Ilves told the Ambassador, renting the large number of bots used in these attacks is an expensive business. Moreover, as Aarelaid repeatedly asked us in conversations, "Who benefits from these attacks?" He speculated that the probing nature of the attacks on specific government and strategic private sector targets through the use of anonymous proxies fit the modus operandi of the Putin regime testing a new "weapon." Tammet told us that the GOE now feels that their original assessment of a "cyber riot" may have been incorrect. "Looking at the patterns of the attacks, it is clear that there was a small, core of individuals who intended to launch their attack on May 9," Tammet explained, "but when the MOD announced its plans to move the Bronze Soldier on April 27, they moved up their plans to try to link the attacks with the monument's removal." Estonian analysis of these later sophisticated attacks and organization through Russian-language internet forums has led them to believe that the key individuals tried to disguise their initial attacks as a cyber riot. "You don't expect spontaneous, populist cyber attacks to have a pre-determined list of targets and precise dates and times for coordinated attacks," said Tammet. 
10. (S) GOE interlocutors expressed their frustration that their requests for information from the GOR or action on Russian-based ISP attacks were not answered or acted upon. Aarelaid complained that cooperation with Russia's CERT was almost nonexistent. Even at the height of the Bronze Soldier controversy, GOE interlocutors who regularly work with their Russian counterparts (e.g., law enforcement, customs and tax, border guards, etc.) tell us that working level cooperation was positive. In comparison, the lack of responsiveness by the GOR and Russian CERT personnel only diminished Russia's claims of innocence in the eyes of the Estonians. 11. 
(S) On May 29, Konstantin Koloskokov, Commissar of the pro-Kremlin youth group Nashi in Transnistria, claimed responsibility for some of the early cyber attacks. While not discounting the possibility of his involvement, Aarelaid noted that some of the attacks were extremely sophisticated; beyond the technical abilities of an amateur. To illustrate the point, Jurgenson and Aarelaid described an attack that used a mysterious data packet to crash a GOE and Elion router so quickly that the Estonians are still uncertain how it was done. Aarelaid described in detail a number of additional attacks using different tools and techniques and targets to argue that an organized group with deep financial backing was the likeliest culprit. "Koloskokov is window dressing," said Jurgenson, "a convenient set-up by the real perpetrators." TALLINN 00000366 004 OF 004 PHILLIPS
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(S) Summary. On April 27, Estonia became the unprecedented victim of the world's first cyber attacks against a nation state. Although an analysis of events is ongoing, this event demonstrated the vulnerability of both government and private sector internet infrastructure. Working together with Estonian cyber security experts, the Ministry of Defense (MOD) is preparing a report analyzing the crisis, evaluating the strengths and weaknesses of the Estonian response, and recommend changes to Estonia's cyber defenses and security. The GOE and Estonian cyber defense experts all agree that while they successfully responded to these attacks, they will need to improve Estonia's defenses to prevent what they described as the nightmare scenario: a shutdown of Estonia's internet infrastructure as a result of more serious attacks at some point in the future. End Summary. 
The Nature of the Attacks ------------------------- 
2. (SBU) Starting on April 27, Estonia became the world's first victim of cyber attacks against a nation state's political and economic infrastructure. For over a month, government, banking, media, and other Estonian websites, servers, and routers came under a barrage of ever-shifting and coordinated cyber attacks that tried to shut down specific strategic targets (Ref A). Unlike traditional cyber attacks which try to "hack" into a system, the attacks against Estonian sites used the basic architecture of the internet to disrupt their operation. At Post's request, Lt. Colonel Broderick, a EUCOM cyber defense expert visited Tallinn to assess the situation April 16-18. Broderick opined that it is not technically feasible to prevent attacks of this nature, no matter how sophisticated a country's cyber-defenses are. However, due to Estonia's rapid response, the attacks did not seriously threaten Estonia's cyber network and infrastructure. 
3. (C) The cyber attacks exposed the strengths and weaknesses of Estonia's cyber defense system. Hillar Aarelaid, Head of Estonia's CERT (Computer Emergency Response Team), told us that the Ministry of Defense is preparing a report to submit to the GOE by the end of June. Based on our discussions with GOE, CERT, and private Estonian cyber security experts, it is clear that the Estonians are working furiously to analyze where their cyber defenses and protocols worked, failed, and/or need improvement. Although these cyber attacks were unprecedented in nature, our Estonian interlocutors all agreed that the outcome could have been much worse. They also note that the MOD's report notwithstanding, the impact on cyber defense policy for both the public and private sectors will be discussed and felt for a very long time. The following is a summary of GOE "lessons learned" from these attacks. 
Lessons Learned: What Worked ---------------------------- 
4. (SBU) STRENGTH IN BEING SMALL. With a population of 1.3 million people, Estonia's small size was its strongest asset in reacting rapidly to the cyber attacks. Estonia's CERT, the GOE's Cyber Defense Unit, and private IT Security Managers all knew each other for years before the crisis and were, thus, able to work closely together. Information sharing and decision making were rapid and flexible. Everything was handled - from the working level to the leadership - in an almost seamless fashion throughout the attacks. "We're talking about a group of ten key people in TALLINN 00000374 002 OF 004 the government and private sector who've known each other for years, trust one another, and all have direct access to each other" Jaan Priisalu, IT Risk Manager for Hansabank, commented to us. "Therefore, there was no inter-agency bureaucracy or red tape to cut through." 
5. (C) E-VOTING. In March 2007, Estonia held the world's first national election where e-voting was used. From the outset of the crisis, the e-voting security team was immediately seconded to CERT and became a vital asset in responding to the attacks. Although Estonia's CERT has only two full time staff, Aarelaid said he was able to call upon a roster of 200 programmers and security experts from the e-voting security team to ensure a 24/7 response mechanism against incoming cyber attacks. As the e-voting team was already at work on next generation security measures (in anticipation for Estonia's 2009 local elections), there was no need for them to "catch up" according to Aarelaid. These experts were invaluable in addressing the wide variety of attacks (e.g., bots, spam, DDoS, Trojan Horses, etc.). 
6. (C) INFORMATION GATHERING. Our MOD interlocutors credit Estonian law enforcement and cyber security experts' (public and private) close monitoring of Russian-language internet forums as key to CERT's ability to rapidly respond to the attacks. On April 28, less than 24 hours after the first cyber attacks, Russian-language internet forums (e.g., http://2ch.ru and http://forum.xaker.ru) were exhorting people to attack specific GOE websites and offering links to software tools. Patient monitoring of these internet-forums led to intelligence on targets, dates, and exact times for coordinated attacks. Mihkel Tammet, MOD Director for Communications and IT, told us privately that without this information, the cyber attacks against GOE sites could have inflicted far more damage than they did. 
7. (C) SECURE ONLINE BANKING. Hansabank and SEB successfully weathered the cyber attacks against them because of defensive measures and procedures already in place. According to CERT, the banks' procedures are in many ways superior to the GOE's. Priisalu said that due to the longstanding problem of cyber crime in the region - often with banks as prime targets - the banks were well prepared for the attacks. For example, Priisalu told us, organized gangs have employed bot attacks in the past. As a result, Hansabank had the necessary cyber security measures in place to defend against this type of attack. In the end, Hansabank-s sites successfully repelled every attack and were able to provide their Estonian customers access to their online accounts. (Note. Almost 90% of all financial transactions (e.g., bill payments) are done online. Hansabank and SEB alone handle over three-fourths of that traffic. End Note.) 
Lessons Learned: What Failed ---------------------------- 
8. (S) FORMAL PROCEDURES. Lt. Broderick told us he believes that Estonia-s formal and institutional procedures for responding to cyber attacks failed completely. Throughout the crisis, ad hoc meetings and decision making based on established informal contacts and relationships were used to disseminate information - instead of formalized institutional channels with clear communication chains. Additionally, Aarelaid told us that the GOE did not keep an official record or log of decisions and actions taken during the crisis. Consequently, it is uncertain how thorough the GOE's post-crisis assessment or efforts to improve Estonia's formal cyber defense procedures will be. Aarelaid explained that neither CERT nor the GOE had the personnel to "put out the fire and also act as a secretary to take down the minutes." (Note: Aarelaid's claims of staff shortages are somewhat questionable given that he told us that neither he nor any of his staff had to work TALLINN 00000374 003 OF 004 over-time during the cyber attacks. End Note.) 
9. (S) LACK OF CENTRALIZED GOE POLICY. MOD interlocutors admitted that there was no consistent GOE policy across ministries on cyber security, broadband capacity, and information sharing. For example, some ministries use static websites while others use more vulnerable dynamic websites. Ministries also use different internet providers which have different security procedures in place. This unnecessary complexity made initial information sharing between ministries more cumbersome and confusing, especially for ministries with fewer resources for IT risk management (e.g., the Ministry of Population, Ministry of Education, Ministry of Culture, etc.). Mihkel Tammet, MOD Director for Communications and IT, told us that creating a consistent policy for the various ministries will be a key recommendation in the MOD's report. 
10. (S) MONITORING. The cyber attacks also exposed Estonia's total lack of a comprehensive monitoring system. Estonia does not have a national IP (internet protocol) network of sensors to precisely monitor traffic for cyber attacks. As a result, the GOE and CERT did not have any hard data on the number of computers and/or servers that were used in the attacks. Aivo Jurgenson, IT Security Manager for Elion, Estonia's main telecommunication and IT provider, told us that his company relies on U.S.-based Arbor Networks to monitor its network. Our MOD and private sector interlocutors all agreed on how important it was for Estonia to have its own monitoring network, but they could not confirm on the likelihood that the GOE would invest in this infrastructure upgrade. 
11. (S) WHACK-A-MOLE. In the initial stages of the cyber attacks, the Estonian method of response was to block each and every attack through its corresponding ISP address as it happened. EUCOM's Broderick dubbed this the "whack-a- mole" response and opined that prior to April 27 this approach might have been sufficient. However, the sheer volume of the recent cyber attacks quickly overwhelmed the Estonian defenses. CERT, Elion, and the GOE's Cyber Defense Unit were eventually forced to apply broader and more stringent filtering mechanisms on all internet traffic to prevent the attacks from entering Estonia. Broderick observed that unlike the United States and many European Union members who routinely filter foreign internet traffic, prior to the recent attacks, the Estonian network filtered very little foreign traffic. 
12. (S) INDUSTRY VULNERABILITY. While Hansabank and SEB successfully weathered the cyber attacks, many other smaller private Estonian sites that were attacked were overwhelmed. With no industry standard or best practice in place in Estonia, many smaller businesses and/or private organizations (e.g., schools, NGOs, etc.) did not have the technical expertise or financial means to ramp up their broadband capacity. Aarelaid claimed that CERT's log of complaints and reported cyber attacks since April 27 is over 10 Tb (Tera bits). (Note. One TB is equal to one million Mega bits. To put this in perspective, the entire content of the online U.S. Library of Congress uses less than 10 TB. End Note.) As the majority of Estonian (SME) small and medium size enterprises employ online services as part of their daily business, the GOE is now aware that an industry standard with readily available cyber defensive software, tools, training, and public awareness-raising must become a part of Estonia's cyber defenses. 
Lessons Learned: Nightmare Scenarios ------------------------------------ 
13. (S) TARGETING KEY ROUTERS AND SITES. Our Estonian interlocutors all agreed that even during the attacks' peak, Estonia's cyber network was not in any serious danger of being shut down. In some ways, Estonia was lucky. Rein Ottis, MOD Cyber Defense Chief, noted that had the attacks TALLINN 00000374 004 OF 004 specifically targeted Estonia's key servers and routers, they could have shut down Estonia's entire cyber infrastructure. On May 4, two routers belonging to the GOE and Elion were attacked with an unknown data packet that crashed the routers almost immediately. Aivo Jurgenson, Elion IT Security Manager, told us that if enough key routers and/or servers were shut down, it would be the internet "equivalent of blowing up key roads and intersections in the city Tallinn to bring all traffic to a halt." 
14. (S) UNANNOUNCED AND BETTER TIMED ATTACKS. Most of the cyber attacks were discussed in advance on Russian-language internet forums, giving the Estonians the opportunity to ramp up broadband capacity in advance. Tammet told us that the perpetrators gave away the element of surprise and often timed their attacks in the evening (when Estonia's internet usage is at its lowest). Had they not made these mistakes, Tammet opined that the attacks could have shut down their GOE targets for up to a week. Aarelaid was thankful that they had advance information about the May 15 attacks against Hansabank and SEB. However, many of the attacks which employed bots were unannounced and far more challenging, and in some cases did crash their targets. If all attacks had been like this, Tammet and Aarelaid could not confidently predict whether Estonia's defenses would have held. 
15. (S) 2ND TIER STRATEGIC ATTACKS. Estonia's banks were generally well prepared for cyber attacks. However, the economic impact could have been worse if the attacks had focused on 2nd tier strategic targets which possessed less formidable defenses (Ref B). Jurgenson speculated the fallout would have been far more significant if Estonia's logistic-transport companies had been attacked. "As over three-fourths of all grocery stores, petrol stations, and shops rely on the internet for their orders and deliveries," asked Jurgenson, "can you imagine the damage this would bring? Cyber crime seems abstract to most people. There's nothing abstract about empty shelves in stores." Aarelaid also listed a whole range of other strategic services and businesses that would have been far easier to crash than the banks. The MOD felt that Aarelaid's descriptions were far fetched, bordering on "science fiction." However, when we mentioned Tammet's comments to Priisalu, one of Estonia's leading cyber security experts, he felt that recent events have changed the parameters of the debate on possible threat scenarios. He said, "Last year, I would've considered a cyber war against my country as science fiction, too - but not anymore." GOLDSTEIN
S E C R E T SECTION 01 OF 03 TALLINN 000114 SIPDIS FOR EUR/NB MIGUEL RODRIGUEZ E.O. 12958 DECL: 04/27/2019 TAGS: PREL, PGOV, RS, GG, EN SUBJECT: ESTONIA'S PESSIMISTIC APPROACH TO RUSSIA Classified by: CDA Karen Decker for reasons 1.4 (b) & (d) REF: A) MOSCOW 562 B) 07 TALLINN 366 C) IIR 6954003409 1. (S//NF) SUMMARY: The Government of Estonia (GOE) generally prefers to handle bilateral issues with Russia quietly, focusing on working-level issues of mutual interest and deferring policy discussions to the EU and NATO. The recent spate of high-level, Estonia-Russia consultations is, therefore, a positive development, but GOE leaders have little confidence these talks will result in significant achievements and are unlikely to press for more substantive bilateral engagement in the near term. Russia's August 2008 invasion of Georgia solidified Estonian defense planners' assessment that Russia remains Estonia's biggest threat and that homeland defense capabilities must remain an essential part of long-term defense planning. Strong but narrowly-focused USG support has been and will continue to be vital to encourage GOE efforts to build a constructive bilateral relationship with Russia that remains focused on shared US/EU/NATO goals. END SUMMARY. POLITICS STRAINED; OUTLOOK PESSIMISTIC 2. (C) Estonia's political ties with Russia, best characterized as "strained" since Estonian re- independence in 1991, reached a new low in April 2007 when the GOE removed a Soviet-era statue from downtown Tallinn, sparking two days of riots (the "Bronze Soldier riots") by primarily Russian speakers in Estonia. Subsequent cyber attacks, widely believed to have been orchestrated by Russia (REF B), led to harsh rhetoric between Moscow and Tallinn in which each side claimed the moral high ground. In the aftermath of these events, the bilateral relationship entered a "deep freeze" that has lasted until this year. 3. (C) The Russian invasion of Georgia in August 2008 and Estonia's vocal support for Georgian territorial integrity deepened the divide, but also created some momentum on the Estonian side to tend more actively to the relationship. In December 2008, for the first time in more than two years, Estonian Foreign Minister Paet and Russian Foreign Minister Lavrov met (on the margins of Northern Dimension and OSCE ministerials). In January 2009, Estonian MFA Secretary General Kook and Russian DFM Titov met in Tallinn and agreed to the resumption of regular exchanges (REF A). 4. (C) These consultations have been characterized as "business-like but friendly." Our MFA colleagues will say they reflect progress on Estonian-Russian relations, but privately, GOE officials are doubtful that bilateral talks will lead to any substantive progress in the relationship. Mart Volmer, the Estonian MFA's Director for Russia told us he believes good relations with Russia are not a "realistic goal." He also emphasized that Estonia cannot commit to "business as usual" as long as Russia is in violation of the six-point peace plan with Georgia. Substantively, the Paet-Lavrov and Kook-Titov discussions focused on practical issues including border- crossing delays, bridge repairs, search and rescue cooperation, pensions and visas. (Note: Working-level contacts on most of these issues are and have been ongoing, such as regular contacts between Russian and Estonian border guards. End Note.) These consultations did not include politically-charged issues like ratification of the Estonia-Russia border treaty (which has languished since 2005- see para 5) and Georgia. 5. (C) Kyllike Sillaste Elling, Foreign Policy Advisor to the Prime Minister, told PolChief that "there is little political will on either side to change the current relationship." Before the 2007 riots, Estonia had tried what she called a "positive engagement policy" at the working level to keep lines of communication open. The GOE also made it a policy to ignore "incendiary" Russian propaganda aimed at Estonia. This policy was not particularly effective, Sillaste-Elling acknowledged, in moving the relationship forward (Note: After the 2007 cyber attacks and attacks on the resident Estonian Ambassador in Moscow, the GOE appealed publicly for international support in pressuring Russia to stop interfering in Estonian internal affairs and ensure Geneva Convention protection for Estonian diplomats. End Note.) Relations wouldn't improve, Sillste-Elling continued, until Russia and Estonia agreed on how to address their different perspectives on WWII history TALLINN 00000114 002 OF 003 (including the nature of Soviet annexation of the Baltics in 1940 and Russian accusations that Estonia supports fascism). GOE officials also remain wary of Russian attempts to embarrass Estonian officials in public. Estonian President Ilves walked out of a 2008 Finno-Ugric conference in Russia after Russian MP Konstantin Kosachev alleged that Ilves' speech contained a thinly veiled call for the break-up of Russia. 6. (C) Sillaste-Elling also said that taking a more proactive stance with Russia is politically risky for Estonia, both domestically and within the EU. At home, any effort by PM Ansip to engage directly with either Putin or Medvedev would open him up to significant criticism from political rivals, regardless of the outcome. Normally pragmatic Estonian politicians become particularly uncompromising on the topic of Estonia's border treaty with Russia. Although a treaty was, in fact, signed in 2005, it stalled during ratification when the Estonian Parliament inserted a reference to the Tartu Peace Treaty of 1920 (which established Russian recognition of an independent Estonia and renounced "in perpetuity" all Russian rights to Estonian territory). Russia's Duma subsequently withdrew its signature from the document, and the treaty is in limbo. In July 2008, President Ilves suggested the Estonian parliament consider removing the reference and moving forward. The idea fueled a short-lived public debate, but Estonian politicians could not reach consensus to even re-open formal discussions and the idea was abandoned. 7. (C) GOE officials believe making overtures to Moscow is also risky for Estonia within the EU. The GOE is very concerned that if it reaches out to Moscow, other EU members will use the opportunity to pressure Estonia to make further concessions the country is not willing to make. Sillaste-Elling admitted that the GOE has not "done a good enough job explaining Estonia's position" to its partners ("like the French," she said). Estonia is not Russophobic, she asserted, but is genuinely afraid of the "constant pressure the Russians exert" to undermine Estonia. This fear makes the GOE hesitant to change the status quo. (Note: As Estonia prepares for local elections in October, this concern will intensify. Non- citizen Russian-speakers resident in Estonia (Russian citizens and stateless) are eligible to vote in local elections. GOE politicians and security forces often allege the Kremlin intends to manipulate Estonian domestic politics through these groups. End note.) 8. (C) For now, GOE officials place a premium on consensus within the EU and NATO on Russia. Estonia's balancing act was evident in the positive position it took on re-engagement with Russia in the context of the NATO-Russia Council (NRC). Despite their misgivings, Estonian officials know there are benefits to cooperation with Russia on issues of joint concern like non- proliferation, Afghanistan and terrorism. At the same time, however, our GOE interlocutors have little faith these discussions will yield any result. Paul Teesalu, MFA Director of Security Policy, recently commented that it does not appear that Russia is as eager to come to the table as NATO, and emphasized the importance Estonia places on keeping Georgia on the NRC agenda. In his view, the NRC needs to remind Russia that Georgia will "cast a shadow" on future cooperation and that Allies will not "simply forget" what happened. 9. (C) While Estonia is willing to defer to consensus decisions in the EU and NATO, the GOE is also clearly frustrated by the inability of either organization to reach a consensus on critical Qsues related to Russia, including energy security. One influential MP, Marko Mikelson, lamented the EU's lack of consistency in its approach to Russia, noting that NOT isolating Russia appeared to be more important to some countries than supporting new democracies on the Russian belt. Estonian President Ilves has been exceptionally vocal on the need for NATO and the EU to take a stronger, more unified approach to Russia. He has publicly urged NATO to develop a coherent strategy to deal with a "belligerent, aggressive" Russia, but privately he laments NATO's inability to do so. President Ilves also routinely complains about Russia's use of energy to wield political influence in Europe, noting the close relationship between Gazprom executives and certain EU leaders. HOMELAND DEFENSE: JUST A LITTLE BIT PARANOID 10. (C) While Estonia works to temper its political TALLINN 00000114 003 OF 003 stance on Russia, its defensive posture emphasizes internal defensive capabilities, based on an almost- paranoid perception of an imminent Russian attack. The GOE's new ten-year Defense Development Plan (DDP) for 2009-2018, published in January, was finalized after Russia's 2008 invasion of Georgia (ref C). While the DDP is consistent with NATO collective defense priorities, it also clearly reflects defense planners' intent to expand development of territorial and initial defense capabilities. The DDP calls for Estonia to invest in improvements to early warning assets, air defense, anti- tank, and armored maneuver capabilities to discourage aggression and to improve capabilities to support Article V contingency operations. The DDP retains conscription, expands the size of both the active duty and reserve forces and significantly increases the quantity and quality of reserve training. 11. (C) In public comments, Minister of Defense Aaviksoo has noted that Estonia needs a solid infrastructure capable of serving as a deterrent so Estonia would not have to defend itself, but also that Estonia "should be able to put up resistance if the need arose." These expenditures on internal defense will compete for shrinking resources Estonia needs for the development of a lighter, more agile and deployable force capable of supporting NATO and other international operations. 12. (C) COMMENT: Against this backdrop, the Embassy has limited, but important, influence. Working on areas of mutual interest, such as the Global Initiative to Combat Nuclear Terrorism, is one of only a handful of issues on which Estonia and Russia (and the U.S. and the Dutch) regularly meet. USPTO-funded training in customs and trademark enforcement at the border is another source of engagement, as is the environment and activities to combat digital piracy. Both State and DoD offices reiterate the need for Estonia to develop a modern military useful to NATO, and not focus on heavy armor to repel a land attack from the east. We will continue to look for opportunities to promote Estonian-Russian engagement and to allay Estonia"s security concerns. END COMMENT. DECKER
C O N F I D E N T I A L SECTION 01 OF 03 TALLINN 000125 SIPDIS FOR EUR/NB - GILCHRIST/RODRIGUES NSC FOR OVP - HAAVE DOE FOR APICELLI E.O. 12958: DECL: 05/08/2019 TAGS: PGOV, PREL, ENRG, NATO, ECON, EN SUBJECT: SCENESETTER FOR ESTONIAN PM ANSIP'S U.S. VISIT MAY 12-15 Classified By: CDA Karen Decker for reasons 1.4 (b) & (d). 1. (C) SUMMARY: Prime Minister Andrus Ansip will visit Washington and New York May 12-15. Estonia's longest- sitting Prime Minister is ardently pro-American, a leading advocate for Estonia's military engagements abroad and the face of Estonian fiscal restraint. In his meetings, the Prime Minister will underscore that Estonia has been and will remain a good Ally of the United States. He will express heartfelt appreciation for President Obama's strong statement on collective security at the NATO Summit and will reaffirm Estonia's plan to increase its presence in Afghanistan this summer. Estonia has staked its economic credibility on keeping its budget deficit low and acceding to the Euro zone as soon as possible. Ansip will want to highlight how Estonia's approach to the economic crisis is distinct from the rest of Eastern Europe. Finally, Ansip will highlight Estonia's efforts to diversify its energy supply through nuclear and other clean energy sources and will express interest in U.S. nuclear technology. 2. (C) In Washington, PM Ansip hopes to meet with the Vice President and Speaker Pelosi and speak at the U.S.- Baltic Foundation (USBF) annual conference. In New York, Ansip will visit the NASDAQ and N.Y. Stock Exchange and meet with the President of the New York Federal Reserve and officials at Deutsche Bank. 3. (C) In meetings with Prime Minister Ansip, it would be useful to: -- Commend the Prime Minister's efforts to manage Estonia's economic downturn, while also maintaining Estonia's international commitments. -- Recognize that Estonia's experience and response to the crisis has been different from that of its neighbors. -- Express appreciation for Ansip's decision to deploy a mechanized company to Afghanistan this summer for election security (tripling his NATO summit pledge of a platoon). -- Welcome the importance Estonia places on participating in joint operations with U.S. forces and emphasize there is significant scope for future cooperation in Afghanistan. -- Acknowledge the importance of collective defense to Estonia and reiterate U.S. commitment to this principle. -- Applaud focus on climate and energy security. Highlight interest in linking up American and Estonian technologies to secure a cleaner, more diverse energy supply that decreases Estonia's dependence on Russia. END SUMMARY. ESTONIA'S ECONOMY - FOCUS ON THE FUNDAMENTALS 4. (C) Ansip, who recently passed the four-year milestone as Prime Minister, was re-elected Prime Minister in early 2007, when Estonia still enjoyed high GDP growth and a budget surplus. The economic crisis has taken its toll on his popularity, and there is inevitable speculation about the future of his coalition government. Estonia's GDP is expected to decline more than 12 percent in 2009 and unemployment (now at nine percent) will increase. The Prime Minister has staked his credibility and Estonia's economic recovery on achieving Euro accession by meeting the Maastricht criteria "as soon as possible." To do this, the Government of Estonia (GOE) must keep its budget deficit below three percent of GDP. The government is now struggling to reach agreement on an eight-percent budget cut (the second such cut this year). One coalition partner has called for increasing income tax rates, cutting defense spending to as low as 1.1 percent of GDP and abandoning Estonia's hallmark flat tax system. These are redlines for PM Ansip who believes Estonia's long-term economic success is rooted in its core policies of transparency, low taxes, a balanced budget and free trade. On this front, Ansip will express appreciation for President Obama's remark at the U.S.-EU summit that the U.S. has "no room for protectionism." TALLINN 00000125 002 OF 003 5. (C) While acknowledging the region is integrated through trade and investment, Ansip will want to distinguish Estonia's economic situation and policies from those of its neighbors. In particular, he will highlight that Estonia has one of the lowest levels of public sector debt in the EU, significant reserves accumulated during the boom years, and a relatively healthy banking sector (dominated by Swedish banks). Ansip will note that in recognition of these factors, international credit agencies have kept Estonia's rankings high. However, foreign investors lack confidence in the currencies of small countries like Estonia and need a visible signal that Estonia is a safe place to invest. Admission to the Euro zone would help Estonia attract foreign investors (and create jobs). Ansip will stress that he does not want the EU to relax accession criteria to make it easier for new members to join. From the GOE's perspective, this would weaken the credibility of the Euro zone and dilute the benefits of membership. CONFIDENCE IN COLLECTIVE SECURITY 6. (C) Ansip called President Obama's message on collective security at the NATO summit "music to his ears." He will seek assurances that a new Strategic Concept will maintain collective self defense as the core function of the Alliance and will stress that this is of primary importance to Estonia. Despite the budget crisis, Ansip is a vocal proponent for upholding Estonia's NATO commitments, and points to the Russian invasion of Georgia in August 2008 as one reason countries should invest in defense capabilities. "Defense is not a luxury," he will say, and although the GOE must make additional budget cuts, we expect Ansip to stick as closely as possible to Estonia's commitment to spend 2 percent of GDP on defense by 2010. (Note: Defense spending is currently about 1.75 percent. End note.) AFGHANISTAN 7. (C) Estonia has one of the highest deployment rates in NATO (about eight percent of its forces are deployed abroad) and Afghanistan is the GOE's top foreign policy priority. Estonia has a company of 140 soldiers embedded with UK forces in southern Afghanistan (Helmand province) where they operate without caveats. At the NATO Summit, PM Ansip answered the President's call for more troops for Afghanistan: the GOE will deploy a mechanized company in July to provide security for the Afghan national elections. While we understand the new company will be collocated with U.S. Marines in Helmand, this is not yet a done deal, and we expect PM Ansip will highlight the importance Estonia places on participating in joint operations with U.S. forces (as Estonia did in Iraq for six years). 8. (C) Reflecting the GOE's desire to match its military contributions with civilian assistance, Afghanistan is also a priority development assistance country for Estonia. The GOE has focused its efforts on building health sector capacity in Helmand but is also considering education sector projects in Kabul, providing training for Afghan diplomats and is looking at ways to enhance the Afghan parliament's IT capabilities. WELCOME TO THE NEIGHBORHOOD 9. (C) The GOE remains a staunch advocate for EU and NATO enlargement, including MAP for Georgia and Ukraine, as well as a firm supporter of democratization in the Balkans. In fact, Estonia decided to maintain its contingent in KFOR, unlike several other Allies. Ansip will emphasize the importance Estonia places on NATO and the EU maintaining an "open door policy" toward aspirant countries. While the GOE is not reluctant to deliver hard messages to transition countries, it also believes these countries need concrete targets and encouragement to keep them on the right path. Estonia's own remarkable post-Soviet transition experience gives it a high degree of credibility as a model for reform in Georgia, Ukraine, Moldova, Belarus and the Balkans. Estonia has provided training on issues ranging from law enforcement, border security, economic and market reforms to cyber security and IT to civil servants and military personnel from TALLINN 00000125 003 OF 003 these countries. PM Ansip will arrive in Washington fresh from the EU's Eastern Partnership Summit in Prague. 9. (C) In discussions of the "neighborhood," Russia remains the thousand-pound elephant in the room. Ansip may express concerns about the possibility of increased Russia-Georgia tensions and speculate another regional flare-up this summer. He will also reiterate Estonia's long-standing position that Allies must not forget that Russia has invaded a sovereign country. Ansip may also ask about the future of U.S.-Russia relations and for more details on the "re-setting" of relations with Russia. OTHER CHALLENGES: CYBER AND CLIMATE SECURITY 10. (C) In addition to enlargement, Estonia has a keen interest in NATO strategic challenges like cyber and energy security. The GOE was pleased the NATO communique at Strasbourg-Kehl specifically referenced Estonia's Cyber Center of Excellence. The U.S. was the first Ally to send a representative to the COE (in 2007) and Secretary of Defense Gates committed us to become a "Sponsoring Nation" during his visit to Tallinn in November 2008 (although that process is not yet complete). Six other Allies are Sponsoring Nations (Germany, Italy, Latvia, Lithuania, Slovak Republic and Spain). 11. (C) Estonia's energy policy is at a crossroads. While domestic oil shale reserves provide significant energy independence (supplying 95 percent of Estonia's electricity needs), oil shale also makes Estonia the heaviest polluter per capita in the EU. The GOE is working to diversify supply (to reduce dependence on Russian gas), bring Estonia in line with EU environmental standards, and invest in a mix of new supply options, including nuclear power, cleaner oil shale technology and renewables (wind and biofuels). PM Ansip met with his counterparts in Lithuania, Latvia and Poland on April 27 to try to advance plans for a regional nuclear power plant (NPP) in Visaginas, Lithuania. His is, however, frustrated by the lack of progress on this project and will want to highlight Estonia's growing interest in building its own domestic NPP using U.S. technology. 12. (U) We appreciate the support Washington has provided for this visit. DECKER
S E C R E T SECTION 01 OF 02 STATE 007810 SIPDIS E.O. 12958: DECL: 01/22/2020 TAGS: MARR, MCAP, NATO, PREL, EN, LG, LH, PL SUBJECT: EXPANSION OF EAGLE GUARDIAN TO INCLUDE BALTIC ALLIES REF: A. USNATO 35 B. 09 STATE 127892 Classified By: EUR PDAS Nancy McEldowney for reasons 1.4 (b) and (d) 1. (U) This is an action cable. Please see paragraphs 3-4. 2. (S) Summary and Action Request. On January 22 NATO Allies agreed in the Military Committee to expand the NATO Contingency Plan for Poland, EAGLE GUARDIAN, to include the defense and reinforcement of the Baltic States. Posts in Allied capitals should be prepared to explain, as necessary, U.S. support for this approach and how it fits within our broader vision for NATO contingency planning, as well as how to respond to media inquiries on the matter. Posts are asked to draw on the points below, as necessary, in discussions on this issue. End Summary and Action Request. 3. (C) Posts need not engage host government officials proactively on NATO contingency planning at this time, but are encouraged to use the points below as the basis for discussions on the matter as needed. (S/REL NATO) CONTINGENCY POINTS (FOR USE AT POST,S DISCRETION) -- The United States believes that NATO - as a matter of course - should conduct appropriate contingency planning for the possible defense of Allied territory and populations. -- As President Obama said in Prague: "We must work together as NATO members so that we have contingency plans in place to deal with new threats, wherever they may come from." -- The U.S. welcomes the decision to expand EAGLE GUARDIAN to include the defense of the Baltic states, and sees it as a logical military extension of the existing contingency plan that fits well within the existing scenario. -- We see the expansion of EAGLE GUARDIAN as a step toward the possible expansion of NATO's other existing country-specific contingency plans into regional plans. This is the first step in a multi-stage process to develop a complete set of appropriate contingency plans for the full range of possible threats - both regional and functional - as soon as possible. At the same time, we believe contingency planning is only one element of NATO's Article 5 preparedness. (S/REL NATO) POINTS ABOUT PUBLIC DISCUSSION OF PLANS (FOR USE AT POST'S DISCRETION) -- The United States believes strongly that such planning should not be discussed publicly. These military plans are classified at the NATO SECRET level. -- The Alliance has many public diplomacy tools at its disposal. Contingency planning is not one of them. What we should do is explore other public steps for demonstrating the vitality of Article 5, such as exercises, defense investment, and partnerships. -- Public discussion of contingency plans undermines their military value, giving insight into NATO's planning processes. This weakens the security of all Allies. -- A public discussion of contingency planning would also likely lead to an unnecessary increase in NATO-Russia tensions, something we should try to avoid as we work to improve practical cooperation in areas of common NATO-Russia interest. -- We hope that we can count on your support in keeping discussions on NATO contingency planning out of the public domain. -- We should work together to develop strategies - to include activities such as exercises, defense investment, and partnerships - for demonstrating to our publics that Article 5's value ultimately lies in NATO's capabilities and deterrence, rather than specific planning. 4. (C) Washington strongly believes that the details of NATO,s contingency plans should remain in confidential channels. However, recent press coverage of NATO decisions regarding possible contingency planning options for the Baltic region may lead to additional media inquiries. If necessary, posts may use the points below in responding to STATE 00007810 002 OF 002 public queries. (U) PUBLIC/PRESS INQUIRIES -- IF ASKED: -- NATO does not discuss specific plans. -- As a matter of course, however, NATO engages in planning in order to be as prepared as possible for whatever situations might arise, particularly as relates to its ability to carrying out its Article 5 commitments. -- Plans are not static. NATO is constantly reviewing and revising its plans. -- NATO planning is an internal process designed to make the Alliance as prepared as possible for future contingencies. It is not "aimed" at any other country. -- President Obama acknowledged this when he said at Prague that "We must work together as NATO members so that we have contingency plans in place to deal with new threats, wherever they may come from." CLINTON

